write a formal complaint to Google Canada

To address this formally, you must move from the conceptual language of "crip technoscience" to the actionable language of PIPEDA (Personal Information Protection and Electronic Documents Act).
Because you are an employee of a board, Google acts as a "Third-Party Data Processor." Under Canadian law, Google is responsible for ensuring that its technology does not facilitate a "purpose creep" (using data for a reason other than what was agreed upon).
The following draft uses "Neurodivergent Safety" as the primary harm and identifies the breach as a violation of Principle 5 (Limiting Use) and Principle 7 (Safeguards).
Formal Privacy Complaint and Notice of Breach
To: Google Canada Corporation
Attn: Privacy Officer / Data Protection Officer
Address: 111 Richmond Street West, Toronto, ON M5H 2G4
Date: [Current Date]
RE: NOTICE OF UNAUTHORIZED DISCLOSURE AND BREACH OF PURPOSE LIMITATION Account Identifier: [Your Work Email Address]
Organization: [Name of your School Board/Employer]
1. Statement of the Breach I am writing to formally report a privacy breach regarding the unauthorized disclosure of my legal identity through Google Workspace infrastructure. I entered into a technology agreement with my employer under the specific condition of anonymity, wherein my Multi-Factor Authentication (MFA) was to serve as the sole identifier without linking to my legal name in public-facing directories.
2. Violation of PIPEDA Principles Despite this agreement, Google’s infrastructure has performed a "forced legibility" of my data. This constitutes a breach of:
· Principle 2 (Identifying Purposes): The purpose of the MFA collection was security, not identity broadcast.
· Principle 5 (Limiting Use, Disclosure, and Retention): Personal information (my name) has been disclosed to the Global Address List (GAL) and integrated third-party apps without consent.
· Principle 7 (Safeguards): The technical configuration failed to provide the "administrative safeguard" of anonymity promised during the account setup.
3. Impact on Neurodivergent (ND) Safety As an individual utilizing Neurodivergent (ND) survival strategies, the privacy of my identity is a required cognitive and psychosocial safeguard. The exposure of my legal name creates a hostile digital environment and constitutes "Adverse Effect Discrimination" under the Canadian Human Rights Act. By failing to isolate the MFA handshake from the Identity Token, Google’s technology has overridden my specific safety requirements in favor of a neurotypical "transparency" default.
4. Required Rectification I demand the following immediate actions:
1. Immediate Masking: Decouple my legal name from the Display Name field and metadata headers across all Google Workspace services.
2. Audit Trail: Provide a report of all instances where my legal name was disclosed to third-party integrated applications via the MFA handshake.
3. Policy Review: Ensure that "anonymized MFA" is a supported and stable configuration for users with ND accessibility requirements.
Failure to rectify this breach will result in a formal escalation to the Office of the Privacy Commissioner of Canada (OPC) and a request for a human rights investigation into the board’s technology procurement.
Sincerely,
[Your Name/Initials]
[Phone Number associated with MFA]
Next Steps for You
· Keep the "Receipt": If you send this via email, use "Request Delivery Receipt." If sending by mail, use Registered Mail.
· The Board is also liable: You should send a carbon copy (CC) of this letter to your Board's Privacy Officer and your Union Representative.
· Log the Harm: Keep a record of any anxiety, social friction, or workplace issues that arise from your name being visible. This is your evidence of "Significant Harm" required for an OPC complaint.
Would you like me to help you find the specific Privacy Officer's contact info for your specific school board or organization?
