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wardly titled “Personal Security System Having Personally Carried Card
with Fingerprint Identification” (Wayman 2004). Attempts were made in
the late 1960s to use holographic imaging for digital fingerprinting, but
the technology proved too expensive (S. A. Cole 2004). New techniques
facilitating the enhancement ofimages developed for nasa during the late
1960s and early 1970s significantly improved the process of digitizing
fingerprinting (Cherry and Inwinkelried 2006). The first biometric fin-
gerprinting system was tested in 1970 by what became the National In-
stitute of Standards and Technology, then known as the U.S. National
Bureau of Standards (Wegstein 1970). Automated fingerprint identifica-
tion systems (afis) also were central to biometric fingerprinting develop-
ment.® This technique was debuted in 1972 by the fbi (S. A. Cole 2004).
In the mid-1970s a number of biometric companies—including Finger-
matrix (1999) in the United States, which has been in business since
1976, NEC (Japan), and Morpho (France)—began marketing different ver-
sions of AFIS digital fingerprinting technologies to law enforcement agen-
cies (S. A Cole 2001:253-54).” Both nec and Morpho had made success-
ful inroads into U.S. markets by 1985 (S. A. Cole 2001). Although the fbi
began using automated search techniques for fingerprints in 1979, these
did not become standard until 1983 (S. A. Cole 2004). The prison sys-
tems’ growing state-backed budgets provided an ideal location for bio-
metric beginnings, as “procurement ofan afis was ... in the range of $2
million to $10 million, and the conversion of the database—scanning
fingerprint cards into digital form—ecould cost hundreds ofthousands of
dollars” (S. A. Cole 2001:253).  "9"3 reported that it had digi-
tized its entire fingerprint file, right back to 1928 (S. A. Cole 2001). By
1986 police bureaus had embraced digital afis, giving rise to “a frenzy of
Request for Procurements” (253).

Given that afis shifted the-standards for fingerprinting identification
in addition to dramatically increasing search capabilities and the speed
with which searches could be conducted, the fingerprinting historian
Simon Cole notes that afis has justly been placed alongside dna typing as
“one ofthe two most important advances in forensic science in the 20th
century” (2004:19). Biometric fingerprinting technologies made it “tech-
nically feasible to routinely check the fingerprints of everyone who comes
into contact with the police,” profoundly shifting identification practices
in the United States (S. A. Cole 2001:257). Thus biometric technologies
are part of a larger scientific trend toward corporeal fetishism; that is.

THE BEGINNINGS OF BIOMETRICS 55












































http://crossmark.crossref.org/dialog/?doi=10.1016/j.compcom.2018.07.006&domain=pdf
http://www.sciencedirect.com/science/journal/87554615
https://doi.org/10.1016/j.compcom.2018.07.006
mailto:hutch220@msu.edu
mailto:novotnym@uwosh.edu
https://doi.org/10.1016/j.compcom.2018.07.006

106 L. Hutchinson, M. Novotny / Computers and Composition 50 (2018) 105-120

about new pharmaceutical drugs for health-related diseases and illnesses. Often, this targeted advertising was for
health issues Walgreens customers did not currently have, but were based upon searches done in their browser history.
Hill and Mattu’s article points to the depth of health privacy issues within a society that is growing ever-increasingly
connected to the Internet. Wearable technologies that sync the body to health applications should sit at the forefront
of any conversations about data collection and safety because of the lack of privacy regulations such as the Health
Insurance Portability & Accountability Act (HIPAA) overseeing them'. The tech-health industry normalizes its practice
of unethically sharing private customer health information with unknown third parties through its Terms of Service/Use
contracts and Privacy Policies (ToS/C and PP). Therefore, we propose this article as a pedagogical response to the
lack of conversation regarding these privacy concerns as they relate to the growing digital and mobile infrastructure in
health communication.

Teaching critical digital literacies of health and wearables within professional writing programs? introduces privacy
issues to students who, arguably, are both being marketed for wearables and may become future designers of these
technologies within industry-related fields after graduation. Stuart Blythe, Claire Lauer, and Paul Curran’s (2014)
study on the workplace writing practices of professional writing alumni make clear that “the availability of digital and
mobile technologies has blurred the lines between the personal and professional purposes” (p. 282). As instructors of
professional writing, we believe it imperative as Stephanie Vie (2017) writes “to equip our students for the kinds of
communication they are likely to do post-graduation” (p. 354). This means that our professional writing curriculums
and courses reimagine the scenes of professional writing — as they apply to more mobile, and thereby wearable,
technologies. Such serves as our exigence for this article and our attention to the intersections of surveillance and
wearables in the professional writing classroom.

We open then with the Walgreens/AcurianHealth incident as one professional writing case where everyday surveil-
lance practices establish the collection of data from the body, potentially causing immediate and lasting affects for
people (see, too, Shane Wood’s article in this issue for further discussion of the affective experiences with wearables
that impact our mental and emotional states)®. Private health information is protected by privacy laws such as HIPAA.
However, HIPAA does not protect health data provided within wearable technologies, thus such private bodily infor-
mation becomes forms of data products that can be legally shared within a consumerist, corporate system without
users’ knowledge. Research in surveillance studies (Abu-Laban, 2015; Lyon, 2002) shows that privacy criticism is
often theoretical and rarely takes up affect, particularly when it comes to bodies. We see professional writing courses
needing to address how privacy concerns within technological systems implicate the body in real, material ways. In
their article “Beyond Students as Users” (forthcoming), Dawn Opel and Jacqueline Rhodes critique industry’s influence
on composition studies because of how they see the rhetoric of expediency, efficiency, and engagement defining users
as merely consumers, thus limiting technological choices and participation in civic life* (“Beyond student as user”).
Informed by their critique, we model a pedagogy that addresses embodied, material privacy health concerns within
professional writing courses. Such a model encourages students to develop a critical digital literacy (Beck, 2015; Vie,
2008) regarding the collection of personal data as well as surveillance’s affective consequences. Our careful scaffolding
of readings and assignments guides students into a material understanding of how their own (as well as their loved
ones’) information is commaodified and circulated. By the end of the course, students gain a critical digital literacy
about how data is not just an artificially constructed artifact, but, rather, how data is a visual and virtual representation
of the physical body. Students leave the course with a knowledge of the real risks posed to the body when personal
data is not secure (Figs. 1 and 2 ).

This article responds to the call for this special issue urging scholars in rhetoric and composition to consider the
various literacies required to navigate concerns that arise with the collection of personal data via wearable technologies
and their mobile health apps. This response — a feminist surveillance as care pedagogy — offers a student-centric,
relational model, which centers on the development of critical digital and health literacies; both we see as necessary

1 See: http://www.hipaajournal.com/wearable-devices-carry-high-risk-of-causing-hipaa-violations-023/.

2 \We situate professional writing within the discipline of rhetoric and composition. As such, in this article, we focus on professional writing
courses but understand our proposed pedagogy examining wearables could be adopted to other courses in the discipline of rhetoric and composition
and throughout the discipline.

3 Jason Tham and Ann Hill Duin’s chapter in Writing in the Digital Age details how Oral Roberts University mandated that all college freshman
wear Fitbits and follow a rigorous ideological code of conduct in order to succeed at that university.

4 This article is slated to come out in Computers and Composition prior to this special issue.
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What Is a Model?

It was a hot August afternoon in 1946. Lou Boudreau, the player-
manager of the Cleveland Indians, was having a miserable day.
In the first game of a doublcheader, Ted Williams had almost
single-handedly annihilated his team. Williams, perhaps the
_ game’s greatest hitter at the time, had smashed three home runs
_ and driven home eight. The Indians ended up losing 11 to 10.
Boudreau had to take action. So when Williams came up for
he first time in the second game, players on the Indians’ side
tarted moving around. Boudreau, the shortstop, jogged over to
where the second basemnan would usually stand, and the second
baseman backed into short right field. The third baseman moved
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to his left, into the shortstop’s hole. It was clear that Boudreau,
perhaps out of desperation, was shifting the entire crientation of
his defense in an attempt to turn Ted Williams’s hits into outs.

In other words, he was thinking like a data scientist. He had
analyzed crude data, most of it observational: Ted Williams usu-
ally hit the ball to right field. Then he adjusted. And it worked.
Fielders caught more of Williams’s blistering line drives than be-
fore (though they could do nothing about the home runs sailing
over their heads).

If you go to a major league baseball game today, you'll see that
defenses now treat nearly every player like Ted Williams. While
Boudreau merely observed where Williams usually hit the ball,
managers now know precisely where every player has hit every
ball over the last week, over the last month, throughout his career,
against left-handers, when he has two strikes, and so on. Using
this historical data, they analyze their current situation and calcu-
late the positioning that is associated with the highest probability
of success. And that sometimes involves moving players far across
the field.

Shifting defenses is only one piece of a much larger question:
What steps can baseball teams take to maximize the probability
that they'll win? In their hunt for answers, baseball statisticians
have scrutinized every variable they can quantify and attached
it to a value. How much more is a double worth than a single?
When, if ever, is it worth it to bunt a runner from first to second
base?

The answers to all of these questions are blended and com-
bined into mathematical models of their sport. These are parallel
universes of the baseball world, each a complex tapestry of proba-
bilities. They include every measurable relationship among every
one of the sport’s components, from walks to home runs to the
players themselves. The purpose of the model is to run different
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scenarios at every juncture, looking for the optimal combinations.
If the Yankees bring in a right-handed pitcher to face Angels slug-
ger Mike Trout, as compared to leaving in the current pitcher,
how much more likely are they to get him out? And how will that
affect their overall odds of winning?

Baseball is an ideal home for predictive mathematical model-
ing. As Michael Lewis wrote in his 2003 bestseller, Moneyball, the
sport has attracted data nerds throughout its history. In decades
past, fans would pore over the stats on the back of baseball cards,
analyzing Carl Yastrzemski’s home run patterns or comparing
Roger Clemens’s and Dwight Gooden'’s strikeout totals. But start-
_ ing in the 1980s, serious statisticians started to investigate what
these figures, along with an avalanche of new ones, really meant:
how they translated into wins, and how executives could maxi-
mize success with a minimum of dollars.

“Monevball” is now shorthand for any statistical approach in
domains long ruled by the gut. But baseball represents a healthy
case study—and it serves as a useful contrast to the toxic models,
or WMDs, that are popping up in so many areas of our lives. Base-
ball models are fair, in part, because they’re transparent. Every-
one has access to the stats and can understand more or less how
they're interpreted. Yes, one team’s model might give more value
to home run hitters, while another might discount them a bit, be-
cause sluggers tend to strike out a lot. But in either case, the num-
bers of home runs and strikeouts are there for everyone to see.

Baseball also has statistical rigor. Its gurus have an immense
data set at hand, almost all of it directly related to the performance
of players in the game. Moreover, their data is highly relevant to
the outcomes they are trying to predict. This may sound obvious,
but as we'll see throughout this book, the folks building WMDs
routinely lack data for the behaviors they're most interested in.
So they substitute stand-in data, or proxies. They draw statistical
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correlations between a person'’s zip code or language patterns and
her potential to pay back a loan or handle a job. These correla-
tions are discriminatory, and some of them are illegal. Baseball
models, for the most part, don’t use proxies because they use per-
tinent inputs like balls, strikes, and hits.

Most crucially, that data is constantly pouring in, with new sta-
tistics from an average of twelve or thirteen games arriving daily
from April to October. Statisticians can compare the results of
these games to the predictions of their models, and they can see
where they were wrong. Maybe they predicted that a lefthanded
reliever would give up lots of hits to right-handed batters—and
yet he mowed them down. If so, the stats team has to tweak their
model and also carry out research on why they got it wrong. Did
the pitcher’s new screwball affect his stafistics? Does he pitch bet-
ter at night? Whatever they learn, they can feed back into the
model, refining it. That’s how trustworthy models operate. They
maintain a constant back-and-forth with whatever in the world
they’re trying to understand or predict. Conditions change, and
so must the model.

Now, you may look at the baseball model, with its thousands
of changing variables, and wonder how we could even be com-
paring it to the model used to evaluate teachers in Washington,
D.C., schools. In one of them, an entire sport is modeled in fastid-
ious detail and updated continuously. The other, while cloaked in
mystery, appears to lean heavily on a handful of test results from
one year to the next. Is that really a model?

The answer is yes. A model, after all, is nothing more than an
abstract representation of some process, be it a baseball game, an
oil company’s supply chain, a foreign government’s actions, or a
movie theater’s attendance. Whether it’s running in a computer
program or in our head, the model takes what we know and uses 1t
to predict responses in various situations. All of us carry thousands
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of models in our heads. They tell us what to expect, and they
guide our decisions.

Here’s an informal model [ use every day. As a mother of three,
I cook the meals at home—my husband, bless his heart, cannot
remember to put salt in pasta water. Each night when I begin
to cook a family meal, I internally and intuitively model every-
one’s appetite. I know that cne of my sons loves chicken (but hates
hamburgers), while another will eat only the pasta (with extra
grated parmesan cheese). But [ also have to take into account that
people’s appetites vary from day to day, so a change can catch
my model by surprise. There’s some unavoidable uncertainty
involved.

The input to my internal cooking model is the information I
have about my family, the ingredients I have on hand or | know
are available, and my own energy, time, and ambition. The out-
put is how and what I decide to cook. I evaluate the success of a
meal by how satished my family seems at the end of it, how much
they've eaten, and how healthy the food was. Seeing how well it
is received and how much of it is enjoyed allows me to update
my model for the next time I cook. The updates and adjustments
make it what statisticians call a “dynamic model”

Over the years I've gotten pretty good at making meals for my
family, 'm proud to say. But what if my husband and I go away for
_aweek, and I want to explain my system to my mom so she can fill
in for me? Or what if my friend who has kids wants to know my
-methods? That'’s when I'd start to formalize my model, making it
much more systematic and, in some sense, mathematical. And if
I were feeling ambitious, [ might put it into a computer program.
Ideally, the program would include all of the available food
_options, their nutritional value and cost, and a complete data-
base of my family’s tastes: each individual’s preferences and aver-
sions. It would be hard, though, to sit down and summon all that
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:nformation off the top of my head. T've got loads of MEenories
of people grabbing seconds of asparagus of avoiding the string
beans. But they're all mixed up and hard to formalize in a com-
prehensive list.

The better solution would be to train the model over time, en-
tering data every day on what I'd bought and cooked and noting
the responses of each family member. 1 would also include pa-
rameters, or constraints. I might limit the fruits and vegetables
to what's in season and dole out a certain amount of Pop-Tarts,
but only enough to forestall an open rebellion. 1 also would add
o number of rules. This one likes meat, this one likes bread and
pasta, this one drinks lots of milk and insists on spreading Nutella
on everything in sight.

1§ 1 made this work a major priority, over many months T might
come up with a very good model. 1 would have turned the food
management | keep in my head, my ‘nformal internal model, into
a formal external one. In creating my model, 'd be extending my
power and influence -0 the world. I'd be building an automated
me that others can implement, even when I'm not around.

There would always be mistakes, however, because models are,
by their very nature, simplifications. No model can include all
of the real world’s cornplexity or the nuance of human commu-
nication. Inevitably, some important information gets left out. I
might have neglected to inform my model that junk-food rules
are relaxed on birthdays, or that raw carrots are more popular than
the cooked variety.

To create a model, then, we make choices about what’s import
ant enough to include, simplifying the world into a toy version
that can be easily understood and from which we can infer im-
portant facts and actions. We expect it to handle only one job and
accept that it will occasionally act like a clueless machine, one

with enormous blind spots.
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Sometimes these blind spots don’t matter. When we ask Goo-
gle Maps for directions, it models the world as a series of roads,
runnels, and bridges. It ignores the buildings, because they aren't
relevant to the task. When avionics software guides an airplane,
it models the wind, the speed of the plane, and the landing strip
below, but not the streets, tunnels, buildings, and people.

A model’s blind spots reflect the judgments and priorities of
its creators. While the choices in Google Maps and avionics soft-
ware appear cut and dried, others are far more problematic. T he
value-added model in Washingten, D.C., schools, to return to
that example, evaluates teachers largely on the basis of students’
test scores, while ignoring how much the teachers engage the stu-
dents, work on specific skills, deal with classroom management,
or help students with personal and family problems. It's overly
simple, sacrificing accuracy and insight for efficiency. Yet from
the administrators’ perspective it provides an effective tool to fer-
ret out hundreds of apparently underperforming teachers, even at
 the risk of misreading some of them.

Here we see that models, despite their reputation for impar-
tiality, reflect goals and ideology. When [ removed the possibility
of eating Pop-Tarts at every meal, I was imposing my ideology on
the meals model. It’s something we do without a second thought.
Our own values and desires influence our choices, from the data
we choose to collect to the questions we ask. Models are opinions
embedded in mathematics.

Whether or not a model works is also a matter of opinion. After
all, a key component of every model, whether formal or informal,
s its definition of success. This is an important point that we'll
return to as we explore the dark world of WMDs. In each case,
~ we must ask not only who designed the model but also what that
i ccomplish. If the North Korean

government built a model for my family’s meals, for example, it
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might be optimized to keep us above the threshold of starvation
at the lowest cost, based on the food stock available. Preferences
would count for little or nothing. By contrast, if my kids were cre-
ating the model, success might feature ice cream at every meal.
My own model attempts to blend a bit of the North Koreans’ re-
source management with the happiness of my kids, along with
my own priorities of health, convenience, diversity of experience,
and sustainability. As a result, it’s much more complex. But it still
reflects my own personal reality. And a model built for today will
work a bit worse tomorrow. It will grow stale if it’s not constantly
updated. Prices change, as do people’s preferences. A model built
for a six-year-old won't work for a teenager.

This is true of internal models as well. You can often see trou-
bles when grandparents visit a grandchild they haven’t seen for
a while. On their previous visit, they gathered data on what the
child knows, what makes her laugh, and what TV show she likes
and (unconsciously) created a model for relating to this particular
four-year-old. Upon meeting her a year later, they can suffer a few
awkward hours because their models are out of date. Thomas the
Tank Engine, it turns out, is 1o longer cool. It takes some time to
gather new data about the child and adjust their models.

This is not to say that good models cannot be primitive. Some
very effective ones hinge on a single variable. The most common
model for detecting fires in a home or office weighs only one
strongly correlated variable, the presence of smoke. That’s usu-
ally enough. But modelers run info problems—or subject us to
problems—when they focus models as simple as a smoke alarm
on their fellow humans.

Racism, at the individual level, can be seen as a predictive
model whirring away in billions of human minds around the
world. It is built from faulty, incomplete, or generalized data.
Whether it comes from experience or hearsay, the data indicates
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that certain types of people have behaved badly. That generates
a binary prediction that all people of that race will behave that
same way.

Needless to say, racists dor't spend a lot of time hunting down
reliable data to train their twisted models. And once their model
morphs into a belief, it becomes hardwired. It generates poisonous
assumptions, yet rarely tests them, settling instead for data that
seems to confirm and fortify them. Consequently, racism is the
most slovenly of predictive models. It is powered by haphazard
data gathering and spurious correlations, reinforced by institu-
tional inequities, and polluted by confirmation bias. In this way,
oddly enough, racism operates like many of the WMDs I'll be
describing in this book.

B ¥ B

n 1997, a convicted murderer, an African American man named
Duane Buck, stood before a jury in Harris County, Texas. Buck
had killed two people, and the jury had to decide whether he
would be sentenced to death or to life in prison with the chance
of parole. The prosecutor pushed for the death penalty, arguing
that if Buck were let free he might kill again.

Buck’s defense attorney brought forth an expert witniess, a psy-
chologist named Walter Quijano, who didn’t help his client’s case
one bit. Quijano, who had studied recidivism rates in the Texas
_prison system, made a reference to Ruck’s race, and during cross-
_examination the prosecutor jumped on it.

Vs have determined that the . . . the race factor, black, in-
reases the future dangerousness for various complicated reasons.
5 that correct?” the prosecutor asked.

~ Yes,” Quijano answered. The prosecutor stressed that testi-
mony in her summation, and the jury sentenced Buck to death.
Three years later, Texas attorney general John Cornyn found
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that the psychologist had given similar race-based testimony in six
other capital cases, most of them while he worked for the prose-
cution. Cornyn, who would be elected in 2002 10 the US Senate,
ordered new race-blind hearings for the seven inmates. In a press
release, he declared: ‘Tt is inappropriate to allow race to be con-
sidered as a factor in our criminal justice system. . .- The people
of Texas want and deserve a systern that affords the same fairness
to everyone.”

Six of the prisoners got new hearings but were again sentenced
to death. Cuijano’s prejudicial testimony, the court ruled, had not
been decisive. Buck never got a new hearing, perhaps because
it was his own witness who had brought up race. He is still on
death row.

Regardless of whether the issue of race comes up explicitly at
trial, it has Jong been a major factor 1n sentencing, A University
of Maryland study showed that in Harris Gounty, which includes
Houston, proseculors were three times more likely to seek the
death penalty for African Armericans, and four tumes more likely
for Hispanics, than for whites convicted of the same charges. That
pattern isn't unique to Texas. According to the American Civil
Liberties Union, sentences imposed on black men in the federal
system are nearly 20 percent longer than those for whites corr
victed of similar crimes. And though they make up only 13 perceri

of the population, blacks fll up 4o percent of America’s prisos
cells.

So you might think that computerized risk models fed by da
would reduce the role of prejudice in sentencing and contri
ute to more even-handed treatment. With that hope, courts &
twenty-four states have turned to so-called recidivism mode!
These help judges assess the danger posed by each convict. A
by many measures they're an improvement. They keep senten
more consistent and less likely to be swayed by the moods and
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ases of judges. They also save money by nudging down the length
of the average sentence. (It costs an average of $31,000 a year to
house an inmate, and double that in expensive states like Con-
 necticut and New York.)
The question, however, is whether we've eliminated human
_ bias or simply camouflaged it with technology. The new recidi-
 vism models are complicated and mathematical. But embedded
_ within these models are a host of assumptions, some of them prej-
_ udicial. And while Walter Quijano’s words were transcribed for
_the record, which could later be read and challenged in court, the
workings of a recidivism model are tucked away in algorithms,
intelligible only to a tiny elite.
Omne of the more popular models, known as LSI-R, or Level of
Service Inventory-Revised, includes a lengthy questionnaire for
 the prisoner to fill out. One of the questions—“How many prior
convictions have you had?”—is highly relevant to the risk of recid-
wism, Others are also clearly related: “What part did others play
in the offense? What part did drugs and alcohol play?”
But as the questions continue, delving deeper into the person’s
life, it’s easy to imagine how inmates from a privileged background
would answer one way and those from tough inner-city streets an-
other. Ask a criminal who grew up in comfortable suburbs about
‘the first time you were ever involved with the police,” and he
might not have a single incident to report other than the one that
brought him to prison. Young black males, by contrast, are likely
1o have been stopped by police dozens of times, even when they've
done nothing wrong, A 2013 study by the New York Civil Liberties
Union found that while black and Latino males between the ages
of fourteen and twenty-four made up only 4.7 percent of the city’s
Population, they accounted for 40.6 percent of the stop-and-frisk
checks by police. More than go percent of those stopped were
nnocent. Some of the others might have been drinking underage
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or carrying a joint. And unlike most rich kids, they got in trouble
for it. So if early “involvement” with the police signals recidivism,
poor people and racial minorities look far riskier.

The questions hardly stop there. Prisoners are also asked about
whether their friends and relatives have criminal records. Again,
ask that question to a convicted criminal raised in a middle-class
neighborhoed, and the chances are much greater that the answer
will be no. The questionnaire does avoid asking about race, which
is illegal. But with the wealth of detail each prisoner provides, that
single illegal question is almost superfluous.

The LSI-R questionnaire has been given to thousands of in-
mates since its invention in 1995. Statisticians have used those
results to devise a system in which answers highly correlated to
recidivism weigh more heavily and count for more points. After
answering the questionnaire, convicts are categorized as high,
medium, and low risk on the basis of the number of points they
accumulate. In some states, such as Rhode Island, these tests are
used only to target those with high-risk scores for antirecidivism
programs while incarcerated. But in others, including idaho and
Colorado, judges use the scores to guide their sentencing.

This is unjust. The questionnaire includes circumstances of
a criminal’s birth and upbringing, including his or her family,
neighborhood, and friends. These details should not be relevant
to a criminal case or to the sentencing. Indeed, if a prosecutor

attempted to tar a defendant by mentioning his brother’s crimi-
nal record or the high crime rate in his neighborhood, a decent
defense attorney would roar, “Objection, Your Honor!” And a se:
rious judge would sustain it. This is the basis of our legal system
We are judged by what we do, not by who we are. And althougk
we don’t know the exact weights that are attached to these parts o
the test, any weight above zero is unreasonable.

Many would point out that statistical systems like the LSI-F
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are effective in gauging recidivism risk—or at least more accurate
than a judge’s random guess. But even if we put aside, ever so
 briefly, the crucial issue of fairness, we find ourselves descending
into a pernicious WMD feedback loop. A person who scores as
“high risk” is likely to be unemployed and to come from a neigh-
borhood where many of his friends and family have had run-ins
with the law. Thanks in part to the resulting high score on the
evaluation, he gets a longer sentence, locking him away for more
years in a prison where he’s surrounded by fellow criminals—
which raises the likelihood that he'll return to prison. He is finally
released into the same poor neighborhood, this time with a crim-
inal record, which makes it that much harder to find a job. If he
kcbmmiis another crime, the recidivism model can claim another
success. But in fact the model itself contributes to a toxic cycle
and helps to sustain it. That’s a signature quality of a WMD.

In this chapter, we've looked at three kinds of models. The base-
ball models, for the most part, are healthy. They are transparent
nd continuously updated, with both the assumptions and the
onclusions clear for all to see. The models feed on statistics from
he game in question, not from proxies. And the people being
modeled understand the process and share the model’s objec-
ive: winning the World Series. (Which isn't to say that many
layers, come contract time, won't quibble with a model’s valua-
ions: “Sure I struck out two hundred times, but look at my home
uns . ..")

From my vantage point, there’s certainly nothing wrong with
the second model we discussed, the hypothetical family meal
nodel. If my kids were to question the assumptions that under-
ie it, whether economic or dietary, I'd be all too happy to pro-
vide them. And even though they sometimes grouse when facing
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something green, they'd likely admit, if pressed, that they share
the goals of convenience, economy, health, and good taste—
though they might give them different weights in their own mod-
els. (And theyll be free to create them when they start buying
their own food.)

I should add that my model is highly unlikely to scale. I don’t
see Walmart or the US Agriculture Department or any other
titan embracing my app and imposing it on hundreds of millions
of people, like some of the WMDs we’ll be discussing. No, my
model is benign, especially since it’s unlikely ever to leave my
head and be formalized into code.

The recidivism example at the end of the chapter, however, is a
different story entirely. It gives off a familiar and noxious odor. So
let’s do a quick exercise in WMD taxonomy and see where it fits.

The first question: Even if the participant is aware of being
modeled, or what the model is used for, is the model opaque, or
even invisible? Well, most of the prisoners filling out mandatory
questionnaires aren’t stupid. They at least have reason to suspect
that information they provide will be used against them to control
them while in prison and perhaps lock them up for longer. They
know the game. But prison officials know it, too. And they keep
quiet about the purpose of the LSI-R questionnaire. Otherwise,
they know, many prisoners will atternpt to game it, providing an-
swers to make them look like model citizens the day they leave the
ioint. So the prisoners are kept in the dark as much as possible and
do not learn their risk scores.

Tn this, they're hardly alone. Opaque and invisible models are
the rule, and clear ones very much the exception. We're modeled
as shoppers and couch potatoes, as patients and loan applicants,
and very little of this do we see—even in applications we happily
sign up for. Even when such models behave themselves, opacity
can lead to a feeling of unfairness. If you were told by an usher,
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upon entering an open-air concert, that you couldn’t sit in the
first ten rows of seats, you might find it unreasonable. But if it
were explained to you that the first ten rows were being reserved
for people in wheelchairs, then it might well make a difference.
Transparency matters.

And yet many companies go out of their way to hide the results
of their models or even their existence. One common justification
is that the algorithm constitutes a “secret sauce” crucial to their
business. It’s intellectual property, and it must be defended, if need
be, with legions of lawyers and Jobbyists. In the case of web giants
like Google, Amazon, and Facebook, these precisely tailored al-
gorithms alone are worth hundreds of billions of dollars. WMDs
are, by design, inscrutable black boxes. That makes it extra hard
to definitively answer the second question: Does the model work
against the subject’s interest? In short, is it unfair? Does it damage
or destroy lives?

_ Here, the LSI-R again easily qualifies as a WMD. The people
putting it together in the 1990s no doubt saw it as a tool to bring
_evenhandedness and efficiency to the criminal justice system. It
_ could also help nonthreatening criminals land lighter sentences.
This would translate into more years of freedom for them and
enormous savings for American taxpayers, who are footing a $70
billion annual prison bill. However, because the questionnaire
judges the prisoner by details that would not be admissible in
court, it is unfair. While many may benefit from it, it leads to
suffering for others.

A key component of this suffering is the pernicious feedback
loop. As we've seen, sentencing models that profile a person by his
or her circumstances help to create the environment that justifies
their assumptions. This destructive loop goes round and round,
d in the process the model becomes more and more unfair.
The third question is whether a model has the capacity to grow
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exponentially. As a statistician would put it, can it scale? This
might sound like the nerdy quibble of a mathematician. But scale
is what turns WMDs from local nuisances into tsunami forces,
ones that define and delimit our lives. As we'll see, the developing
WMDs in human resources, health, and banking, just to name
a few, are quickly establishing broad norms that exert upon us
something very close to the power of law. If a bank’s model of a
high-risk borrower, for example, is applied to you, the world will
treat you as just that, a deadbeat—even if you're horribly mis-
understood. And when that model scales, as the credit model has,

- it affects your whole life—whether you can get an apartment or a
job or a car to get from one to the other.

When it comes to scaling, the potential for recidivism model-
ing continues to grow. It’s already used in the majority of states,
and the LSI-R is the most common tool, used in at least twenty-
four of them. Beyond LSI-R, prisons host a lively and crowded
market for data scientists. The penal system is teeming with data,
especially since convicts enjoy even fewer privacy rights than the
rest of us. What’s more, the system is so miserable, overcrowded,
inefficient, expensive, and inhumane that it’s crying out for im-
provements. Who wouldn't want a cheap solution like this?

Penal reform is a rarity in today’s polarized political world, an
issue on which liberals and conservatives are finding common
ground. In early 2015, the conservative Koch brothers, Charles
and David, teamed up with a liberal think tank, the Center for
American Progress, to push for prison reform and drive down the
incarcerated population. But my suspicion is this: their bipartisan
effort to reform prisons, along with legions of others, is almost
certain to lead to the efficiency and perceived fairness of a data-
fed solution. That’s the age we live in. Even if other tools supplant
LSI-R as its leading WMD, the prison system is likely to be a
powerful incubator for WMDs on a grand scale.
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So to sum up, these are the three elements of a WMD: Opac-
ity, Scale, and Damage. All of them will be present, to one de-
gree or another, in the examples we'll be covering. Yes, there will
be room for quibbles. You could argue, for example, that the re-
cidivism scores are not totally opaque, since they spit out scores
that prisoners, in some cases, can see. Yet they're brimming with
mystery, since the prisoners cannot see how their answers pro-
duce their score. The scoring algorithm is hidden. A couple of the
other WMDs might not seem to satisfy the prerequisite for scale.
They're not huge, at least not yet. But they represent dangerous
species that are primed to grow, perhaps exponentially. So T count
them. And finally, you might note that not all of these WMDs are
universally damaging. After all, they send some people to Harvard,
line others up for cheap loans or good jobs, and reduce jail sen-
tences for certain lucky felons. But the point is not whether some
people benefit. It’s that so many suffer. These models, powered by
algorithms, slam doors in the face of millions of people, often for
the flimsiest of reasons, and offer no appeal. They’re unfair.

And here’s one more thing about algorithms: they can leap
from one field to the next, and they often do. Research in epi-
demiology can hold insights for box office predictions; spam fil-
ters are being retooled to identify the AIDS virus. This is true of
WMDs as well. So if mathematical models in prisons appear to
succeed at their job—which really boils down to efficient manage-
ment of people—they could spread into the rest of the economy
along with the other WMDs, leaving us as collateral damage.

That’s my point. This menace is rising. And the world of f-
nance provides a cautionary tale.
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just over $203 billion. At the time of the hearings, Googles latest income
statement, for December 2011, showed gross profit at $24.7 billion. It
had $43.3 billion cash on hand and just $6.21 billion in debt. Google
teld 66.2% of the search engine market industry in 2012. Google Searchs
profits have only continued to grow, and its holdings have become §0
significant that the larger company has renamed itself Alphabet, with
Google Search as but one of many holdings. By the final writing of this
ook in August 2017 Alphabet was trading at $936.38 onl NASDAQ, with
a market capitalization of $649.49 billion.

The public is aware of the role of search in everyday life, and people’s
are alarming. Recent data from tracking surveys and
trends by the comScore Media Metrix consumer
the Pew Internet and American Life Project show
mportant to Internet users as email is. Over
ge in search, and for the most part, people
h the results they find in search engines.

opinions on search
consumer-behavior
panel conducted by
that search engines are as i
sixty million Americans enga
report that they are satisfied wit
The 2005 and 2012 Pew reports on “search engine use” reveal that 73% of
a1l Americans have used a search engine, and 59% report using a search
engine every day.”® In 2012, 83% of search engine users used Google. But
_ Google Search prioritizes its own interests, and this i something far less
visible to the public. Most people surveyed could not tell the difference
between paid advertising and “genuine” results.

If search is so trusted, then why isa study such as this one needed? The
exploration beyond that first simple search is the substance of this book.
Throughout the discussion of these and other results, I want to emphasize
the main point: there is a missing social context in commercial digital
_media platforms, and it matters, particularly for marginalized groups that
are problematically represented in stereotypical or pornographic ways, for
hose who are bullied, and for those who are consistently targeted, 1 use
only a handful of Jlustrative searches to underscore the point and to raise
awareness—and hopefully intervention—of how important what we find
n the web through commercial search engines is to society.

earch Results as Power

flect the values and norms of the search company’s

earch results re
s and advertisers and often reflect our lowest and

ommercial partner
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most demeaning beliefs, because these ideas circulate so freely and so
often that they are normalized and extremely profitable. Search results
are more than simply what is popular. The dominant notion of search
results as being both “objective” and “popular” makes it seem as if
misogynist or racist search results are a simple mirror of the collec-
tive. Not only do problematic search results seem “normal.” but they
seem completely unavoidable as well, even though these ideas have been
thoroughly debunked by scholars. Unfortunately, users of Google give
consent to the algorithms’ results through their continued use of the
product, which is largely unavoidable as schools, universities, and librar-
ies integrate Google products into our educational experiences.*
Google’s monopoly status,* coupled with its algorithmic practices of
biasing information toward the interests of the neoliberal capital and
social elites in the United States, has resulted in a provision of informa-
tion that purports to be credible but is actually a reflection of advertising
interests. Stated another way, it can be argued that Google functions in
the interests of its most influential paid advertisers or through an inter-
section of popular and commercial interests. Yet Google’s users think of
it as a public resource, generally free from commercial interest. Further
complicating the ability to contextualize Google’s results is the power
of its social hegemony.*® Google benefits directly and materially from

727 of users, when users consent to

what can be called the “labortainment
freely give away their labor and personal data for the use of Google and
its products, resulting in incredible profit for the company.

There are many cases that could be made to show how overreliance
on commercial search by the public, including librarians, information
professionals, and knowledge managers—all of whom are susceptible to
overuse of or even replacement by search engines—is something that we
must pay closer attention to right now. Under the current algorithmic
constraints or limitations, commercial search does not provide appro-
priate social, historical, and contextual meaning to already overracial-
ized and hypersexualized people who materially suffer along multiple
axes. In the research presented in this study, the reader will find a more
meaningful understanding of the kind of harm that such limitations can
cause for users reliant on the web as an artifact of both formal and in-
formal culture.®® In sum, search results play a powerful role in provid-
ing fact and authority to those who see them, and as such, they must
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be examined carefully. Google has become a central object of study for

digital media scholars,?® due to recognition on these scholars’ parts of

the power and impact wielded by the necessity to begin most engage-

ments with social media via a search process and the near universality
_ with which Google has been adopted and embedded into all aspects of
the digital media landscape to respond to that need. This work is ad-
dressing a gap in scholarship on how search works and what it biases,
public trust in search, the relationship of search to information studies,
and the ways in which African Americans, among others, are mediated
and commodified in Google.

To start revealing some of the processes involved, it is important to
think about how results appear. Although one might believe thata query
to a search engine will produce the most relevant and therefore use-
ful information, it is actually predicated on a matrix of ways in which
pages are hyperlinked and indexed on the web.”® Rendering web content
(pages) findable via search engines is an expressly social, economic, and
human project, which several scholars have detailed. These renderings
are delivered to users through a set of steps (algorithms) implemented
by programming code and then naturalized as “objective” One of the
reasons this is seen as a neutral process is because algorithmic, scien-
tific, and mathematical solutions are evaluated through procedural and
_mechanistic practices, which in this case includes tracing hyperlinks
_among pages. This process is defined by Google’s founders, Sergey Brin
_and Larry Page, as “voting,” which is the term they use to describe how
search results move up or down in a ranked list of websites. For the
most part, many of these processes have been automated, or they hap-
en through graphical user interfaces (GUIs) that allow people who are
ot programmers (i.e., not working at the level of code) to engage in
haring links to and from websites.”

Research shows that users typically use very few search terms
hen seeking information in a search engine and rarely use advanced
earch queries, as most queries are different from traditional offline
formation-seeking behavior.*” This front-end behavior of users ap-
ars to be simplistic; however, the information retrieval systems are
mplex, and the formulation of users’ queries involves cognitive and
1otional processes that are not necessarily reflected in the system de-
en.” In essence, while users use the simplest queries they can in a
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search box because of the way interfaces are designed, this does not al-
ways reflect how search terms are mapped against more complex thought
patterns and concepts that users have about a topic. This disjunction
between, on the one hand, users’ queries and their real questions and,
on the other, information retrieval systems makes understanding the k
complex linkages between the content of the results that appear in a
search and their import as expressions of power and social relations of
critical importance.

'The public generally trusts information found in search engines. Yet
much of the content surfaced in a web search in a commercial search en-
gine is linked to paid advertising, which in part helps drive it to the top
of the page rank, and searchers are not typically clear about the distinc-
tions between “real” information and advertising. Given that advertising
is a fundamental part of commercial search, using content analysis to
make sense of what actually is served up in search is appropriate and
consistent with the articulation of feminist critiques of the images of
women in print advertising.>* These scholars have shown the problem-
atic ways that women have been represented——as sex objects, incompe-
tent, dependent on men, or underrepresented in the workforce™—and
the content and representation of women and girls in search engines is
consistent with the kinds of problematic and biased ideas that live in
other advertising channels. Of course, this males sense, because Google
Search is in fact an advertising platform, not intended to solely serve asa
public information resource in the way that, say, a library might. Google
creates advertising algorithms, not information algorithms.

To understand search in the context of this book, it is important to
look at the description of the development of Google cutlined by the
former Stanford computer science graduate students and cofound-
ers of the company, Sergey Brin and Larry Page, in “The Anatomy of
a Large-Scale Hypertextual Web Search Engine”” Their paper, written
in graduate school, serves as the architectural framework for Google’s
PageRank. In addition, it is crucial to also look at the way that citation
analysis, the foundational notion behind Brin and Page’s idea, works as
a bibliometric project that has been extensively developed by library and
information science scholars. Both of these dynamics are often misun-
derstood because they do not account for the complexities of human in-
tervention involved in vetting of information, nor do they pay attention
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Figure r.11. Bxample of Googles prioritization of its own properties in web search.

Sources Inside Google (2010).

to the relative weight or importance of certain types of information.®
ion, all citations

For example, in the process of citing work in a publicati
are given equal weight in the bibliography, although their relative im-~
portance to the development of thought may not be equal at all. Addi-
given to whether a reference is validated,

tionally, no relative weight is
jected, employed, or engaged—complicating the ability to know what
ly means in a document. Authors who have become so
winstream as not to be cited, such as not attributing modern discus-
ﬁ?;"i% of class or power dynamics to Karl Marx or the notion of “the
vidual” to the scholar of the Italian Renaissance jacob Burckhard,
an that these intellectual contributions may undergird the framework
an argument but move through works without being cited any longer.

ncepts that may be widely understood and accepted ways of knowing
an important dynamic that

citation actual

 rarely cited in mainstream scholarship,
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Linda Smith, former president of the Association for Information Sci-
ence and Technology (ASIS&T) and associate dean of the Information
School at the University of [llinois at Urbana-Champaign, argues is part
of the flawed system of citation analysis that deserves greater attention if
bibliometrics are to serve as a legitimating force for valuing knowledge
production.

Brin and Page saw the value in using works that others cite as a model
for thinking about determining what is legitimate on the web, or at least
to indicate what is popular based on many people acknowledging par-
ticular types of content. In terms of outright co-optation of the citation,
vis-a-vis the hyperlink, Brin and Page were aware of some of the chal-
lenges I have described. They were clearly aware from the beginning of
the potential for “gaming” the system by advertising companies or com-
mercial interests, a legitimated process now known as “search engine
optimization,” to drive ads or sites to the top of a results list for a query,
since clicks on web links can be profitable, as are purchases gained by
being vetted as “the best” by virtue of placement on the first page of
PageRank. This is a process used for web results, not paid advertising,
which is often highlighted in yellow (see figure 1.6). Results that appear
not to be advertising are in fact influenced by the advertising algorithm.
In contrast to scientific or scholarly citations, which once in print are
persistent and static, hyperlinking is a dynamic process that can change
from moment to moment.”” As a result, the stability of results in Google
ranking shifts and is prone to being affected by a number of processes
that T will cover, primarily search engine optimization and advertising.
This means that results shift over time. The results of what is most hy-
perlinked using Google’s algorithm today will be different at a later date
or from the time that Google’s web-indexing crawlers move through the
web until the next cycle.”®

Citation importance is a foundational concept for determining schol-
arly relevance in certain disciplines, and citation analysis has largely
been considered a mechanism for determining whether a given article
or scholarly work is important to the scholarly community. [ want to
revisit this concept because it also has implications for thinking about
the legitimation of information, not just citability or popularity. It is
also a function of human beings who are engaged in a curation prac-
tice, not entirely left to automation. Simply put, if scholars choose to
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cite a study or document, they have signaled its relevance; thus, human
beings (scholars) are invalved in making decisions about a document’s
relevance, although all citations in a bibliography do not share the same
level of meaningfulness. Building on this concept of credibility through
citation, PageRank is what Brin and Page call the greater likelihood that
a document is relevant “if there are many pages that point to it” versus
“the probability that the random surfer visits a page”*® In their research,
which led to the development of Google Search, Brin and Page discuss
the possibility of monopolizing and manipulating keywords through
commercialization of the web search process. Their information-
retrieval goal was to deliver the most relevant or very best ten or so doc-
uments out of the possible number of documents that could be returned
from the web. The resulting development of their search architecture is
PageRank-—a system that is based on “the objective measure of its cita-
tion importance that corresponds well with people’s subjective idea of

importance”™’

One of the most profound parts of Brin and Page’s work is in appen-
dix A, in which they acknowledge the ways that commercial interests
 can compromise the quality of search result retrieval. They state, citing
 Ben Bagdikian, “It is clear that a search engine which was taking money
_ for showing cellular phone ads would have difficulty justifying the page
 that our system returned to its paying advertisers. For this type of reason
and historical experience with other media, we expect that advertising
funded search engines will be inherently biased towards the advertisers
and away from the needs of the consumers.** Brin and Page outline a
ear roadmap for how bias would work in advertising-oriented search
nd the effects this would have, and they directly suggest that it is in the
consumer’s interest not to have search compromised by advertising and
ommercialism. To some degree, PageRank was intended to be a mea-
ure of relevance based on popularity—including what both web surfers
nd web designers link to from their sites. As with academic citations,
1 and Page decided that citation analysis could be used as a model for
ermining whether web links could be ranked according to their im-
rtance by measuring how much they were back-linked or hyperlinked
or from. Thus, the model for web indexing pages was born. However,
the case of citation analysis, a scholarly author goes through several
ges of vetting and credibility testing, such as the peer-review process,
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before work can be published and cited. In the case of the web, such
credibility checking is not a factor in determining what will be hyper-
linked. This was made explicitly clear in the many news reports covering
the 2016 U.S. presidential election, where clickbait and manufactured
“news” from all over the world clouded accurate reporting of facts on
the presidential candidates.

Another example of the shortcomings of removing this human cu-
ration or decision making from the first page of results at the top of
PageRank, in addition to the results that I found for “black girls,” can
be found in the more public dispute over the results that were returned
on searches for the word “Jew;” which included a significant number of
anti-Semitic pages. As can be seen by Google’s response to the results
of a keyword search for “Jew]” Google takes little responsibility toward
the ways that it provides information on racial and gendered identities,
which are curated in more meaningful ways in scholarly databases. Siva
Vaidhyanathan's 2011 book The Googlization of Everything (And Why We
Should Worry) chronicles recent attempts by the Jewish community and
Anti-Defamation League to challenge Googles priority ranking to the
first page of anti-Semitic, Holocaust-denial websites. So troublesome
were these search results that in 2011, Google issued a statement about
its search process, encouraging people to use “Jews” and “Jewish peo-
ple” in their searches, rather than the seemingly pejorative term “Jew”—
claiming that the company can do nothing about the word’s co-optation
by White supremacist groups (see figure 1.12).

Google, according to its own disclaimer, will only remove pages that
are considered unlawful, as is the case in France and Germany, where
selling or distributing neo-Nazi materials is prohibited. Without such
limits on derogatory, racist, sexist, or homophobic materials, Google al-
lows its algorithm—which is, as we can see, laden with what Diaz calls
“sociopolitics”—to stand without debate while protesting its inability to
remove pages. As recently as June 27, 2012, Google settled a claim by the
French antiracism organization the International League Against Rac-
ism over Google’s use of ethnic identity—“Jew”—in association with
popular searches.*” Under French law, racial identity markers cannot
be stored in databases, and the auto-complete techniques used in the
Google search box link names of people to the word “Jew” on the basis

of past user searches. What this recent case points to is another effort to
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redefine distorted images of people in new media. These cases of distor-
tion, however, continue to accumulate.

The public’s as well as the Jewish community’s interest in accurate
information about Jewish culture and the Holocaust should be enough
motivation to provoke a national discussion about consumer harm, to
which my research shows we can add other cultural and gender-based
identities that are misrepresented in search engines. However, Google’s
assertion that its search results, though problematic, were computer gen-
erated (and thus not the company’s fault) was apparently a good-enough
answer for the Anti-Defamation League (ADL), which declared, “We are
extremely pleased that Google has heard our concerns and those of its
users about the offensive nature of some search results and the unusu-
ally high ranking of peddlers of bigotry and anti-Semitism.** The ADL
does acknowledge on its website its gratitude to Sergey Brin, cofounder
of Google and son of Russian Jewish immigrants, for his personal letter
to the organization and his mea culpa for the “Jew” search-term debacle.
The ADL generously stated in its press release about the incident that
Google, as a resource to the public, should be forgiven because “until
the technical modifications are implemented, Google has placed text on
its site that gives users a clear explanation of how search results are ob-
tained. Google searches are automatically determined using computer
algorithms that take into account thousands of factors to calculate a
page’s relevance”**

If there is a technical fix, then what are the constraints that Google
is facing such that eight years later, the issue has yet to be resolved? A
search for the word “Jew” in 2012 produces a beige box at the bottom of
the results page from Google linking to its lengthy disclaimer about the
results—which remain a mix of both anti-Semitic and informative sites
(see figure 1.13). That Google places the responsibility for bad results
back on the shoulders of information searchers is a problem, since most
of the results that the public gets on broad or open-ended racial and
gendered searches are out of their control and entirely within the control
of Google Search.

It is important to note that Google has conceded the fact that anti-
Semitism as the primary information result about Jewish people is a
problem, despite its disclaimer that tries to put the onus for bad results
on the searcher. In Germany and France, for example, it is illegal to sell
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Figure 1.13. Google’s bottom-of-the-page beige box regarding offensive results, which
previously took users to “An Explanation of Our Search Results” Source: www.google.

com/explanation (no longer available).

Nazi memorabilia, and Google has had to put in place filters that ensure
_online retailers of such are not visible in search results. In 2002, Benja-

min Edelman and Jonathan Zittrain at Harvard University’s Berkman

Center for Internet and Society concluded that Google was filtering its

search results in accordance with local law and precluding neo-Nazi or-
ganizations and content from being displayed.*® While this indicates that
 Google can in fact remove objectionable hits, it is equally troubling, be-
cause the company provided search results without informing searchers
that information was being deleted. That is to say that the results were
presented as factual and complete without mention of omission. Yahoo!,
another leading U.S. search engine, was forced into a protracted legal
battle in France for allowing pro-Nazi memorabilia to be sold through
its search engine, in violation of French law. What these cases point to is
that search results are deeply contextual and easily manipulated, rather
than objective, consistent, and transparent, and that they can be legiti-
mated only in social, pelitical, and historical context.



46 | A SOCIETY, SEARCHING

The issue of unlawfulness over the harm caused by derogatory results
is a question of considerable debate. For example, in the United States,
where free speech protections are afforded to all kinds of speech, includ-
ing hate speech and racist or sexist depictions of people and communi-
ties, there is a higher standard of proof required to show harm toward
disenfranchised or oppressed people. We need legal protections now
more than ever, as automated decision-making systems wield greater
power in society.

Gaming the System: Optimizing and Co-opting Results in
Search Engines

Googlé’s advertising tool or optimization product is AdWords. AdWords
allows anyone to advertise on Googles search pages and is highly cus-
tomizable. With this tool, an advertiser can set a maximum amount
of money that it wants to spend on a daily basis for advertising. The
model for AdWords is that Google will display ads on search pages
that it believes are relevant to the kind of search query that is taking
place by a user. If a user clicks on an ad, then the advertiser pays. And
Google incentivizes advertisers by suggesting that their ads will show
up in searches and display, but the advertiser (or Google customer) pays
for the ad only when 2 user (Google consumer) clicks on the advertise-
ment, which is the cost per click (CPC). The advertiser selects a series
of “keywords” that it believes closely align with its product or service
that it is advertising, and a customer can use a Keyword Estimator tool
in order to see how much the keywords they choose to associate with
their site might cost. This advertising mechanism is an essential part of
how PageRank prioritizes ads on a page, and the association of certain
keywords with particular industries, products, and services derives from
this process, which works in tandem with PageRank.

In order to make sense of the specific results in keyword searches, it
is important to know how Google'’s PageRank works, what commercial
processes are involved in PageRank, how search engine optimization
(SEQ) companies have been developed to influence the process of mov-
ing up results,*® and how Google bombing" occurs on occasion. Google
bombing is the practice of excessively hyperlinking to a website (repeat-
edly coding HTML to link a page to a term or phrase) to cause it to
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rise to the top of PageRank, but it is also seen as a type of “hit and run”
activity that can deliberately co-opt terms and identities on the web for
political, ideclogical, and satirical purposes. Judit Bar-llan, 2 professor
of information science at Bar-Tlan University, has studied this practice
1o see if the effect of forcing results to the top of PageRank has a lasting
effect on the result’s persistence, which can happen in well-orchestrated
campaigns. In essence, Google bombing is the process of co-opting con-
tent or a term and redirecting it to unrelated content. Internet lore at-
iributes the creation of the term “Geogle bombing” to Adam Mathes,
who associated the term “talentless hack” with a friend’s website in 2001.
Practices such as Google bombing (also known as Google washing) are
impacting both SEO companies and Google alike. While Google is in-
vested in maintaining the quality of search results in PageRank and po-
licing companies that attempt to “game the system,” as Brin and Page
foreshadowed, SEO companies do not want to lose ground in pushing
their clients or their brands up in PageRank.*® SEO is the process of
“using a range of techniques, including augmenting HTML code, web
page copy editing, site navigation, linking campaigns and more, in order
to improve how well a site or page gets listed in search engines for par-
ticular search topics,”* in contrast 10 “paid search,” in which the com-
pany pays Google for its ads to be displayed when specific terms are
 searched. A media spectacle of this nature is the case of Senator Rick
Santorum, Republican of Pennsylvania, whose website and name were
associated with insults in order to drive objectionable content 1o the top
of PageRank.”® Others who have experienced this kind of co-optation
of identity or less-than-desirable association of their name with an in-
sult include former president George W. Bush and the pop singer Justin
Bieber. '
Al of these practices of search engine optimization and Google
 bombing can take place independently of and in concert with the
_ process of crawling and indexing the web. In fact, being found gives
_ meaning to a website and creates the conditions in which a ranking can
happen. Search engine optimization is a major factor in findability on
the web. What is important to note is that search engine optimization
is 2 multibillion-dollar industry that impacts the value of specific key-
words; that is, marketers are invested in using particular keywords, and
keyword combinations, to optimize their rankings.
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Figure 1.14. Example of a Google bomb on George W. Bush and the search terms
“miserable failure,” 2005.

Despite the widespread beliefs in the Internet as a democratic space
where people have the power to dynamically participate as equals, the
Internet is in fact organized to the benefit of powerful elites,”* including

corporations that can afford to purchase and redirect searches to their
own sites. What is most popular on the Internet is not wholly a matter
of what users click on and how websites are hyperlinked—there are a
variety of processes at play. Max Holloway of Search Engine Waich notes,
“Similarly, with Google, when you click on a result—or, for that matter,
don't click on a result—that behavior impacts future results. One conse-
quence of this complexity is difficulty in explaining system behavior. We
primarily rely on performance metrics to quantify the success or failure
of retrieval results, or to tell us which variations of a system work better
than others. Such metrics allow the system to be continuously improved
upon*? The goal of combining search terms, then, in the context of the
landscape of the search engine optimization logic, is only the beginning.
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Much research has now been done to dispel the notion that users
of the Internet have the ability to “vote” with their clicks and express
interest in individual content and information, resulting in democratic
practices online.”® Research shows the ways that political news and in-
formation in the blogosphere are mediated and directed such that major
news outlets surface to the top of the information pile over less well-
known websites and alternative news sites in the blogosphere, to the
benefit of elites.” In the case of political information seeking, research
has shown how Google directs web traffic to mainstream corporate news
conglomerates, which increases their ability to shape the political dis-
course. Google too is a mediating platform that, at least at one moment
in time, in September 2011, allowed the porn industry to take precedence
in the representations of Black women and girls over other possibilities
among at least eleven and a half billion documents that could have been
indexed.” That moment in 2011 is, however, emblematic of Google’s on-
going dynamic. It has since produced many more problematic results.

As the Federal Communications Commission declares broadband
“the new common medium,;”*® the role of search engines is taking on
even greater importance to “the widest possible dissemination of infor-
mation from diverse and antagonistic sources . . . essential to the welfare
of the public”®” This political economy of search engines and traditional
_ advertisers includes search engine optimization companies that operate
_in a secondary or gray market (often in opposition to Google). Ulti-

mately, the results we get are about the financial interest that Google or
- SEOs have in helping their own clients optimize their rankings. In fact,
~ Google is in the business of selling optimization. Extensive critiques of
Google have been written on the political economy of search®® and the
way that consolidations in the search engine industry market contrib-
ute to the erosion of public resources, in much the way that the media
scholars Robert McChesney, former host of nationally syndicated radio
ow Media Matters, and John Nichols, a writer for the Nation, critique
the consolidation of the mass-media news markets. Others have spo-
ken to the inherent democratizing effect of search engines, such that
arch is adding to the diversity of political organization and discourse
because the public is able to access more information in the marketplace
ideas.®® Mounting evidence shows that automated decision-making
stems are disproportionately harmful to the most vulnerable and the
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least powerful, who have little ability to intervene in them—from mis-
representation to prison sentencing to accessing credit and other life-
impacting formulas.

This landscape of search engines is important to consider in under-
standing the meaning of search for the public, and it serves as a basis for
examining why information quality online is significant. We must trouble
the notion of Google as a public resource, particularly as institutions be-
come more reliant on Google when looking for high-quality, contextual-
ized, and credible information. This shift from public institutions such
as libraries and schools as brokers of information to the private sector, in
projects such as Google Bocks, for example, is placing previously public
assets in the hands of a multinational corporation for private exploita-
tion. Information is a new commodity, and search engines can function
as private information enclosures.®® We need to make more visible the
commercial interests that overdetermine what we can find online.

The Enclosure of the Public Domain through Search Engines

At the same time that search engines have become the dominant portal for
information seeking by U.S. Internet users, the rise of commercial media-
tion of information in those same search engines is further enclosing the
public domain. Decreases in funding for public information institutions
such as libraries and educational institutions and shifts of responsibil-
ity to individuals and the private sector have reframed the ways that the
public conceives of what can and should be in the public domain. Yet
Google Search is conceived of as a public resource, even though it is a
multinational advertising company. These shifts of resources that were
once considered public have been impacted by increased intellectual
property rights, licensing, and publishing agreements for companies and
private individuals in the domain of copyrights, patents, and other legal
protections. The move of community-based assets and culture to pri-
vate hands is arguably a crisis that has rolled back the common good,
but there are still possible strategies that can be explored for maintain-
ing what can remain in the public domain. Commercial control over the
Internet, often considered a “commons,” has moved it further away from
the public through a series of national and international regulations and
intellectual and commercial borders that exist in the management of the
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network.®’ Beyond the Internet and the control of the network, public
information—whether delivered over the web or not—continues to be
outsourced to the private sphere, eroding the public information com-
mons that has been a basic tenet of U.S. democracy.

The critical media scholar Herbert Schiller, whose work foreshad-
owed many of the current challenges in the information and commu-
nications landscape, provides a detailed examination of the impact of
outscurcing and deregulation in the spheres of communication and
public information. His words are still timely: “The practice of sell-
ing government (or any) information serves the corporate user well.
Ordinarily individual users go to the end of the dissemination queue.
Profoundly antidemocratic in its effect, privatizing and/or selling infor-
mation, which at one time was considered public property, has become
a standard practice in recent years”** What this critique shows is that
the privatization and commercial nature of information has become
s0 normalized that it not only becomes obscured from view but, as a
result, is increasingly difficult to critique within the public domain. The
Pew Internet and American Life Project corroborates that the public
trusts multinational corporations that provide information over the
Internet and that there is a low degree of distrust of the privatization
 of information.®® Part of this process of acquiescence to the increased
corporatization of public life can be explained by the economic land-
scape, which is shaped by military-industrial projects such as the Inter-
net that have emerged in the United States,”* increasing the challenge of
scholars who are researching the impact of such shifts in resources and
accountability. Molly Niesen at the University of [llinois has written ex-
tensively on the loss of public accountability by federal agencies such as
the Federal Trade Commission (FTC), which is a major contribution to
ur understanding of where the public can focus attention on policy in-
tventions.®® We should leverage her research to think about the FTC
s the key agency to manage and intervene in how corporations control
he information landscape.

e Cultural Power of Algorithms

e public is minimally aware of these shifts in the cultural power
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Figure 1.15. Forbes’s online reporting (and critique) of the Epstein and Robertson study.

“American’s Privacy Strategies Post-Snowden,” only 34% of respondents
who were aware of the surveillance that happens automatically online
through media platforms, such as search behavior, email use, and social
media, reported that they were shifting their online behavior because of
concerns of government surveillance and the potential implications or
harm that could come to them.®® Little of the American public knows
that online behavior has more importance than ever. Indeed, Internet-
based activities are dramatically affecting our notions of how democracy
and freedom work, particularly in the realm of the free flow of informa-
tion and communication. Our ability to engage with the information
landscape subtly and pervasively impacts our understanding of the
world and each other.

An example of how information flow and bias in the realm of poli-
tics have recently come to the fore can be found in an important new

study about how information bias can radically alter election outcomes.
The former editor of Psychology Today and professor Robert Epstein and
Ronald Robertson, the associate director of the American Institute for
Behavioral Research and Technology, found in their 2013 study that de-

mocracy was at risk because manipulating search rankings could shift
voters’ preferences, substantially and without their awareness. In their
study, they note that the tenor of stories about a candidate in search
engine results, whether favorable or unfavorable, dramatically af-
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fected the way that people voted. Seventy-five percent of participants
were not aware that the search results had been manipulated. The re-
searchers concluded, “The outcomes of real elections—especially tight

caces—can conceivably be determined by the strategic manipulation of

search engine rankings and . . . that the manipulation can be accom-

plished without people being aware of it. We speculate that unregulated
search engines could pose a serious threat to the democratic system of
government”®’

In March 2012, the Pew Internet and American Life Project issued

ate to its 2005 “Search Engine Users” study. The 2005 and 2012

an upd
ds from the comScore Media

surveys tracking consumer-behavior tren
Metrix consumer panel show that search engines are as important to
Internet users as email is. In fact, the Search Engine Use 2012 1eport
suggests that the public is “more satisfied than ever with the quality of

search results”®® Further findings include the following:

. 739% of all Americans have used a search engine, and 59% report using a

search engine every day.
« 83% of search engine users use Google.

Especially alarming is the way that search engines are increasingly
positioned as a trusted public resource returning reliable and credible
information. According to Pew, users report generally good outcomes
and relatively high confidence in the capabilities of search engines:

+ 73% of search engine users say that most or all the information they find

as they use search engines is accurate and trustworthy.

Yet, at the same time that search engine users report high degrees of
onfidence in their skills and trust in the information they retrieve from
ngines, they have also reported that they are naive about how search

ngines work:

£2% of search engine users are not aware of the difference between paid
and unpaid results; that is, only 38% are aware, and only 8% of search
engine users say that they can always tell which results are paid or spon-

sored and which are not.
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= In 2005, 70% of search engine users were fine with the concept of paid oz
sponsored results, but in 2012, users reported that they are not okay with
targeted advertising because they do not like having their online behavior
tracked and analyzed.

= In 2005, 45% of search engine users said they would stop using search
engines if they thought the engines were not being clear about offering
some results for pay.

= In 2005, 64% of those who used engines at least daily said search engines
are a fair and unbiased source of information; the percentage increased to
66% in 2012.

Users in the 2012 Pew study also expressed concern about personalization:

= 73% reported that they would not be okay with a search engine keeping
track of searches and using that information to personalize future search
results. Participants reported that they feel this to be an invasion of privacy.

In the context of these concerns, a 2011 study by the researchers Mar-
tin Feuz and Matthew Fuller from the Centre for Cultural Studies at
the University of London and Felix Stalder from the Zurich University
of the Arts found that personalization is not simply a service to users
but rather a mechanism for better matching consumers with advertis-
ers and that Google’s personalization or aggregation is about actively
matching people to groups, that is, categorizing individuals.®® In many
cases, different users are seeing similar content to each other, but users
have little ability to see how the platform is attempting to use prior
search history and demographic information to shape their results. Per-
sonalization is, to some degree, giving people the results they want on
the basis of what Google knows about its users, but it is also generating
results for viewers to see what Google Search thinks might be good for
advertisers by means of compromises to the basic algorithm. This new
wave of interactivity, without a doubt, is on the minds of both users
and search engine optimizing companies and agencies. Google appli-
cations such as Gmail or Google Docs and social media sites such as
Facebook track identity and previous searches in order to surface tar-
geted ads for users by analyzing users’ web traces. So not only do search
engines increasingly remember the digital traces of where we have been
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and what links we have clicked in order to provide more custom con-
tent (a practice that has begun to gather more public attention after
Google announced it would use past search practices and link them to
users in its privacy policy change in 2012),”" but search results will also
vary depending on whether filters to screen out porn are enabled on

computers.”!

Tt is certain that information that surfaces to the top of the search
pile is not exactly the same for every user in every location, and a va-
riety of commercial advertising, political, social, and economic deci-
sions are linked to the way search results are coded and displayed. At
the same time, results are generally quite similar, and complete search
personalization—customized to very specific identities, wants, and
desires—has yet to be developed. For now, this level of personal-identity
personalization has less impact on the variation in results than is gener-
ally believed by the public.

Losing Control of Our Images and Ourselves in Search

1t is well known that traditional media have been rife with negative or
stereotypical images of African American / Black people,”* and the web
as the locus of new media is a place where traditional media interests
are replicated. Those who have been inappropriately and unfairly repre-
 sented in racist and sexist ways in old media have been able to cogently
critique those representations and demand expanded representations,
protest stereotypes, and call for greater participation in the production
of alternative, nonstereotypical or oppressive representations. This is
part of the social charge of civil rights organizations such as the Urban
League’® and the National Association for the Advancement of Colored
People, which monitor and report on minority misrepresentations, as
well as celebrate positive portrayals of African Americans in the media.”*
\t 2 policy level, some civil rights organizations and researchers such
as Darnell Hunt, dean of the division of social science and department
hair of sociology at UCLA,”® have been concerned with media repre-
entations of African Americans, and mainstream organizations such as
ree Press have been active in providing resources about the impact of
he lack of diversity, stereotyping, and hate speech in the media. Indeed,
ome of these resources have been directed toward net-neutrality issues
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and closing the digital divide.”® Media advocacy groups that focus o
the pornification of women or the stereotyping of people of color migh
turn their attention toward the Internet as another consolidated medi
resource, particularly given the evidence showing Google’s informatio
and advertising monopoly status on the web.

Bias in Search

“Traffic Report: How Google Is Squeezing Out Competitors and Mus
cling Into New Markets,” by ConsumerWatchdog.orgs Inside Googl
(June 2010), details how Google effectively blocks sites that it competes
with and prioritizes its own properties to the top of the search pile (You-
Tube over other video sites, Google Maps over MapQuest, and Google
Images over Photobucket and Flickr). The report highlights the process
by which Universal Search is not a neutral and therefore universal process
but rather a commercial one that moves sites that buy paid advertising
to the top of the pile. Amid these practices, the media, buttressed by an
FTC investigation,”” have suggested that algorithms are not at all unethi-
cal or harmful because they are free services and Google has the right to
run its business in any way it sees fit. Arguably, this is true, so true that
the public should be thoroughly informed about the ways that Google
biases information-—toward largely stereotypic and decontextualized
results, at least when it comes to certain groups of people. Commercial
platforms such as Facebook and YouTube go to great lengths to moni-
tor uploaded user content by hiring web content screeners, who at their
own peril screen illicit content that can potentially harm the public.”® The
expectation of such filtering suggests that such sites vet content on the
Internet on the basis of some objective criteria that indicate that some
content is in fact quite harmful to the public. New research conducted
by Sarah T. Roberts in the Department of Information Studies at UCLA
shows the ways that, in fact, commercial content moderation (CCM, a
term she coined) is a very active part of determining what is allowed to
surface on Google, Yahoo!, and other commercial text, video, image, and
audio engines.”” Her work on video content moderation elucidates the
ways that commercial digital media platforms currently outsource or in-
source image and video content filtering to comply with their terms of use
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agreements. What is alarming about Roberts’s work is that it reveals the
processes by which content is already being screened and assessed accord-
ing to a continuum of values that largely reflect U.S.-based social norms,
and these norms reflect a number of racist and stereotypical ideas that
make screening racism and sexism and the abuse of humans in racialized
ways “in” and perfectly acceptable, while other ideas such as the abuse of
animals (which is also unacceptable) are “out” and screened or blocked
from view. She details an interview with one of the commercial content
moderators (CCMs) this way:

‘We have very, very specific itemized internal policies . . . the inter-
nal policies are not made public because then it becomes very easy
to skirt them to essentially the point of breaking them. So yeah,
we had very specific internal policies that we were constantly, we
would meet once a week with SecPol to discuss, there was one,
blackface is not technically considered hate speech by default.
Which always rubbed me the wrong way, so I had probably ten
meltdowns about that. When we were having these meetings dis-
cussing policy and to be fair to them, they always listened to me,
they never shut me up. They didn’t agree, and they never changed
the policy but they always let me have my say, which was surpris-
ing. (Max Breen, MegaTech CCM Worker).

The MegaTech example is an illustration of the fact that social media
companies and platforms make active decisions about what kinds of rac-
ist, sexist, and hateful imagery and content they will host and to what
extent they will host it. These decisions may revolve around issues of “free
_ speech” and “free expression” for the user base, but on commercial social
media sites and platforms, these principles are always counterbalanced
by a profit motive; if a platform were to become notorious for being too
restrictive in the eyes of the majority of its users, it would run the risk
 of losing participants to offer to its advertisers. So MegaTech erred on
the side of allowing more, rather than less, racist content, in spite of the
fact that one of its own CCM team members argued vociferously against
it and, by his own description, experienced emotional distress (“meit-
downs”) around it.®°
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This research by Roberts, particularly in the wake of leaked reports from
Facebook workers who perform content moderation, suggests that peo-
ple and policies are put in place to navigate and moderate content on
the web. Egregious and racist content, content that is highly profitable,
proliferates because many tech platforms are interested in attracting the
interests and attention of the majority in the United States, not of racial-
ized minorities.

Challenging Race- and Gender-Neutral Narratives

These explorations of web results on the first page of a Google search
also reveal the default identities that are protected on the Internet or are
less susceptible to marginalization, pornification, and commodification.
The research of Don Heider, the dean of Loyola University Chicagd’s
School of Communication, and Dustin Harp, an assistant professor in
the Department of Communication at the University of Texas, Arling-
ton, shows that even though women constitute just slightly over half
of Internet users, wormen’s voices and perspectives are not as loud and
do not have as much impact online as those of men. Their work dem-
onstrates how some users of the Internet have more agency and can
dominate the web, despite the utopian and optimistic view of the web
as a socially equalizing and democratic force.®” Recent research on the
male gaze and pornography on the web argue that the Internet is a com-
munications environment that privileges the male, pornographic gaze
and marginalizes women as objects.*” As with other forms of porno-
graphic representations, pornography both structures and reinforces the
domination of women, and the images of women in advertising and art
are often “constructed for viewing by a male subject,”® reminiscent of
the journalist and producer John Berger’s canonical work Ways of Seeing,
which describes this objectification in this way: “Women are depicted in
a quite different way from men-—not because the feminine is different
from the masculine—but because the ‘ideal’ spectator is always assumed
to be male and the image of the woman is designed to flatter him.”**
The previous articulations of the male gaze continue to apply to other
forms of advertising and media—particularly on the Internet—and the
pornification of women on the web is an expression of racist and sex-
ist hierarchies. When these images are present, White women are the




A SQCIETY, SEARCHING I 59

norm, and Black women are overrepresented, while Latinas are under-

% Tracey A. Gardner characterizes the problematic char-

represented.
acterizations of African American women in pornographic media by
suggesting that “pornography capitalizes on the underlying historical
myths surrounding and oppressing people of color in this country which
makes it racist”*® These characterizations translate from old media rep-
resentations to new media forms. Structural inequalities of society are
being reproduced on the Internet, and the quest for a race-, gender-,
and class-less cyberspace could only “perpetuate and reinforce current
systems of domination”®’

More than fifteen years later, the present research corroborates these
concerns. Women, particularly of color, are represented in search que-
ries against the backdrop of a White male gaze that functions as the
dominant paradigm on the Internet in the United States. The Black
studies and critical Whiteness scholar George Lipsitz, of the University
of California, Santa Barbara, highlights the “possessive investment in
Whiteness” and the ways that the American construction of Whiteness
is more “nonracial” or null. Whiteness is more than a legal abstraction
formulated to conceptualize and codify notions of the “Negro,” “Black
Codes]” or the racialization of diverse groups of African peoples under
the brutality of slavery—it is an imagined and constructed community
uniting ethnically diverse European Americans. Through cultural agree-
ments about who subtly and explicitly constitutes “the other” in tradi-
tional media and entertainment such as minstrel shows, racist films and
television shows produced in Hollywood, and Wild West narratives,
Whiteness consolidated itself “through inscribed appeals to the solidar-
ity of White supremacy.”®® The cultural practices of our society—which
_lLargue include representations on the Internet—are part of the ways in
which race-neutral narratives have increased investments in Whiteness.
Lipsitz argues it this way:

Aslong as we define social life as the sum total of conscious and deliber-
ate individual activities, then only individual manifestations of personal
prejudice and hostility will be seen as racist. Systemic, collective, and co-
ordinated behavior disappears from sight. Collective exercises of group
power relentlessly channeling rewards, resources, and opportunities from
one group to another will not appear to be “racist” from this perspective
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because they rarely announce their intention to discriminate against in-
dividuals. But they work to construct racial identities by giving people of
different races vastly different life chances.®

Consistent with trying to make sense of the ways that racial order is
built, maintained, and made difficult to parse, Charles Mills, in his
canonical work, The Racial Contract, put it this way:

One could say then, as a general rule, that white misunderstanding, mis-
representation, evasion, and self-deception on matters related to race are
among the most pervasive mental phenomena of the past few hundred
years, a cognitive and moral economy psychically required for conquest,
colenization and enslavement. And these phenomena are in no way ac-
cidental, but prescribed by the Racial Contract, which requires a certain
schedule of structured blindness and opacities in order to establish and
maintain the white polity.”

This, then, is a challenge, because in the face of rampant denial in
Silicon Valley about the impact of its technologies on racialized peo-
ple, it becomes difficult to foster an understanding and appropriate
intervention into its practices. Group identity as invoked by keyword
searches reveals this profound power differential that is reflected in
contemporary U.S. social, political, and economic life. It underscores
how much engineers have control over the mechanics of sense making
on the web about complex phenomena. It begs the question that if the
Internet is a tool for progress and advancement, as has been argued by
many media schoelars, then cui bono—to whose benefit is it, and who
holds the power to shape it? Tracing these historical constructions of
race and gender offline provides more information about the context in
which technological objects such as commercial search engines function
as an expression of a series of social, political, and economic relations—
relations often obscured and normalized in technological practices,
which most of Silicon Valley’s leadership is unwilling to engage with or
take up.”*

Studying Google keyword searches on identity, and their results,
helps further thinking about what this means in relationship to mar-
ginalized groups in the United States. I take up the communications
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scholar Norman Fairclough's rationale for doing this kind of critique
of the discourses that contribute to the meaning-making process as a
form of “critical social science”®? To contextualize my method and its
appropriateness to my theoretical approach, I note here that scholars
who work in critical race theory and Black feminism often use a qualita-
tive method such as close reading, which provides more than numbers
to explain results and which focuses instead on the material conditions
on which these results are predicated.

Challenging Cybertopias

All of this leads to more discussion about ideologies that serve to sta-
bilize and normalize the notion of commercial search, including the
still-popular and ever-persistent dominant narratives about the neutral-
ity and objectivity of the Internet itself—beyond Google and beyond
utopian visions of computer software and hardware. The early cybertar-
ian John Perry Barlow’s infamous “A Declaration of the Independence
of Cyberspace” argued in part, “We are creating a world that all may
enter without privilege or prejudice accorded by race, economic power,
k~ military force, or station of birth. We are creating a world where anyone,
_ anywhere may express his or her beliefs, no matter how singular, with-
out fear of being coerced into silence or conformity.”* Yet the web is not
only an intangible space; it is also a physical space made of brick, mortar,
metal trailers, electronics containing magnetic and optical media, and
fiber infrastructure. It is wholly material in all of its qualities, and our
experiences with it are as real as any other aspect of life. Access to it
is predicated on telecommunications companies, broadband providers,
and Internet service providers (ISPs). Its users live on Earth in myriad
human conditions that make them anything but immune from privilege
and prejudice, and human participation in the web is mediated by a
host of social, political, and economic access points—Dboth locally in the
nited States and globally.”*

Since Barlow’s declaration, many scholars have challenged the uto-
ian ideals associated with the rise of the Internet and its ability to free
s, such as those espoused by Barlow, linking them to neoliberal notions
findividualism, personal freedom, and individual control, These link-
ges are important markers of the shift from public- or state-sponsored
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Fig. 1. Basic video labeling when uploading a YouTube video.

for a particular set of readers, we are also teaching for a set of procedures that highlight content for readers. In this
example, the student has demonstrated writing for algorithmic audiences by identifying a particular set of algorithmic
procedures (i.e., manipulating Facebook’s interface) that will enable their writing to be read more widely (i.e., by other
users).

My second example of algorithmic audiences, publishing videos to the platform YouTube, extends content pro-
duction further, into considerations for metadata. |1 choose YouTube because it (a) has been the focus of previous
composition scholarship (Dilger, 2010; Jackson & Wallin, 2009; Skinnell, 2010), (b) is an accessible way for students
to engage public audiences beyond the bounds of a classroom, and (c) is a common platform that writing instructors
have encountered in a pedagogical context, whether producing or consuming videos. Let’s posit that students decide
to start a YouTube channel for a classroom assignment about public multimodal composing, perhaps documenting
campus protests. They receive permissions to post the videos, record the videos, and upload them to YouTube after
careful hours of editing. Who is going to watch them? How do they “consider their audience”?

Students can “consider their audience” in two ways. On the one hand, students may consider the various people
interested in their protest videos, e.g., other students, faculty, community members, and the media. On the other hand,
they can focus on ways to increase the circulation of their videos by thinking through how users find their videos.
That is, they can think of their audience as the processes and procedures by which YouTube prioritizes their videos.
This latter perspective asks students to think of YouTube’s algorithms, i.e., its processes and procedures, as their
audience. Because students cannot guarantee any particular groups of users will view their videos within the context
of a semester’s timeframe, thinking about an algorithm as an audience allows them to take action within the confines
of a classroom while still engaging in public rhetoric.

To do so, students in this example ought to label their videos with certain strategic keywords in the title, description,
and tags (Fig. 1).

Known as metadata, this type of information asks students to consider how their readers would find their content and
what kinds of steps they need to take to increase their videos’ circulation. While other compositionists have touched
on metadata for the purposes of surveillance (Gonzalez & DeVoss, 2016) and networks of “women’s pedagogical and
administrative contributions” (Graban, 2013, p. 173), connecting the act of writing metadata as a way of reaching
viewers helps to frame the algorithm as an audience.

To elaborate on this connection, students might consider how to categorize their campus protest videos, add a
location (even if it’s not accurate), enable or disable comments, or allow ratings (Fig. 2).

Students need to consider the menu (Fig. 2) in order to determine to how they might receive attention effectively (i.e.,
what kind of attention? how much attention?). In terms of attention, YouTube’s algorithm ranks certain channels higher
for uploading videos with consistent content, meaning that students need to upload multiple videos over the course of
time to garner more views and viewers. Likewise, videos that are watched in their entirety, rather than piecemeal, are
ranked more highly; students need to produce quality videos from start to finish in order to increase circulation. More
engagements with videos, such as comments, like, and shares, ranks videos higher in YouTube’s algorithm and enables
more users to view students’ content. To write content on a YouTube channel involves considering YouTube’s algorithm
as an audience. These examples show concrete ways that students could write for an algorithm as an audience.

Algorithmic audience, as a term then, is valuable for web-writing because it pairs human and nonhuman factors
while retaining a pedagogical connection to writing and rhetoric. Through its inheritance of the rhetorical tradition,
audience retains a core emphasis on how rhetors conceive of their listeners or readers. In the classroom, audience
traditionally stresses how student writers perceive people as their readers. Using algorithmic audience emphasizes that
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WATCHING THE WATCHERS — WHAT WE CAN DO TO RESIST

police ‘observers’ away from a-confrontation with the line of
riot police.

The practice of sousveillance has now spread to the develop-
ing world. Organisations such as “Witness’ in the USA lend
video equipment to human rights activists around the globe,
and have led to exposés such as Operation Fine Girl, detailing
rape as a weapon of war in Sierra Leone.!

But despite such advantages, the balance of power remains
vastly in favour of the Big Boys, whose technological reach and
firepower will always vastly outweigh that of the individual or
action group. Regulation in the form of ‘codes of practice’ is regu-
larly ignored; legal restrictions are flouted, or made obsolete by
rapidly changing technology. Those attempting to implement the
global surveillance strategy can only be defeated by a groundswell
of public opinion, and by privacy activists willing to fight a long,
sustained campaign to raise public awareness. There are parallels
here to the eco-warriors of the 70s — dismissed for decades as
‘idealistic greenies’, they refused to buy into the ‘resistance is futile’
or ‘this is progress’ mantras that are promoted so consistently
and so effectively by both government and major corporations.
Many commentators felt that their goals, though laudable, were
idealistic and unrealistic. Yet the eco-warriors persisted, and today
much of their agenda is now accepted as mainstream.

Australia provides a perfect,-and timely, example of the need
for public awareness and the power of public opinion. In 1986
the Australian government signalled its intention of issuing a
national identity card (the Australia Card Bill, or ACB). The
rationale behind the move was the usual mix of catching benefit
frauds and apprehending illegal immigrants, with the added
implication that ‘only those with something to hide had some-
thing to fear’. Most Australians were quickly sold on the idea,
+ with opinion. polls showing an 80 per cent approval of the
proposal.
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SURVEILLANCE UNLIMITED

Then, slowly at first, but with increasing insistence, ques-
tions began to be asked on civil liberties and privacy. When the
public heard that the number of government departments
intending to require the ID card had leaped from three to 30
their suspicions grew, and were confirmed by the minutiae of
the Bill, which listed a host of restrictive penalties. Cardless
persons could not be hired or paid (fine for doing so: A$20,000),
would be denied access to pre-existing bank accounts, could
not cash in investments, give or receive money from a solicitor,
or receive funds from unit trusts. They could not buy or rent
their own home. If your card was destroyed and you could not
prove that its loss was accidental there was a $5,000 fine or
two years in prison (or both). Failure to produce your ID on
demand at a tax office incurred a A$20,000 penalty. Cardless
sick and unemployed people, pensioners, widows and invalids
would be denied benefits.

Nor was this likely to be the limit-of the repressive meas-
ures envisioned for the people of Australia. Aware of possible
resistance, the card’s architect, the Health Insurance Commission,
suggested a plan which discussed the incremental stealth strategy
used in so many surveillance proposals with surprising honesty:

One possibility would be to use a staged approach for implemen-

tation, whereby only less sensitive data are held in the system

initially, with the facility to input additional data at a later stage
when public acceptance may be forthcoming more readily.

A parliamentary joint select committee found against the card,
pointing out the serious civil liberties implications and warning
of a fundamental change in the relationship between citizen
and state. Newspapers on the right and left raised their voice
against the Bill and many famous Australians joined the clamour.
Public opinion, now fully informed, swung solidly against the

224



WATCHING THE WATCHERS — WHAT WE CAN DO TO RESIST

ID card and within a few weeks the 80 per cent approval had
metamorphosed into an astonishing 90 per cent opposition to
the Bill. Faced with a protest of monumental proportions, the
government backed down.

It would be nice to report that the victory was permanent.
Unfortunately, Thomas Jefferson’s old adage on freedom? applies
with a vengeance to surveillance. While the Australian public
quickly lost interest in the ID card issue, their rulers simply
bided their time. Two decades later the concept reappeared,
when former Australian Prime Minister John Howard
announced a scheme (national card; linked to a massive central
database; essential to stop fraud and benefit cheats etc) that
looked suspiciously like the old ID card idea. But Mr Howard
insisted that the two concepts were poles apart and engaged
in some outrageous doublespeak to prove it. Just as the UK
ID card had become an Entitlement Card, so now the Australian
ID was metamorphosed by the magic of political sophistry into
the all-new Access Card. Nor was the card to be mandatory
for all Australians. It will not be compulsory to have the card,’
Howard told journalists, adding hewever that ‘it will be neces-
sary for everybody who needs a card to apply for one.’ As,
from 2010, the provision of health and social services will be
denied anyone without an Access Card, then except for those
guaranteed lifelong health and prosperity, the card is essential
to all Australians. Surprisingly, the scam seems to have worked;
the lessons of the 80s have been lost, and a step-wise, stealthy
approach has lulled a continent’s population into acceptance.
This is all the more surprising when other, less intrusive methods
of establishing identity are now available.
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Designing out surveillance: the privacy card

The UK administration, along with many Western governments,
continues to insist on the necessity of ID cards linked to massive
databases. These databases, and their interconnectivity, are
responsible for a huge number of privacy and civil liberty
concerns, not least of which is dataveillance. But as much as
the UK government might wish it, there is simply no need for
biometric patterns on ID cards, e-passports and the like to be
checked against a central database. The pattern can be stored
within the smart card itself, with the comparison exercise being
performed within the card — which would then say simply “Yes’
or ‘No’ to the system. In the case of e-passports with finger-
print biometrics, the owner of the passport would place their
digit against a fingerprint reader which would then capture thé
data and convert it to a transitory biometric template. The
machine would then electronically interrogate the e-passport
and determine if the pattern it had just recorded was the same
as the pattern held on the passport. If the patterns matched,
identity would be confirmed — and all without resort to any
central database. ‘

We can have secure identity without recourse to centralisa-
tion. Indeed, there are no technological barriers to the produc-
tion of a comprehensive ‘privacy card’ which would act as a
buffer to prevent information being centralised. Such a card
could disguise the identity of its owner and scramble personal
information so as to prevent the collection of sensitive data in
large databases by large organisations.

Of course, such cards would still depend upon RFID
technology to be effective, leaving the owner vulnerable to a
scanning attack by illicit card readers, and a consequent risk
of ID theft if the encryption protecting the data is broken (not
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to mention the location and surveillance dangers of the tech-
nology). Unless we forgo RFID entirely there does not seem to
be any way of avoiding such threats. But rejecting RFID pass-
ports is by no means a bad idea — other more secure methods
of checking and verifying such documents already exist.

Ingenia Technology have developed ‘Laser Surface Authenti-
cation’ (LSA) which allows any document, including a passport
or ID card, to be positively identified by virtue of its unique
individual surface qualities.> When paper or plastic laminate is
made, each sheet ‘sets’ in a one-off configuration dependent on
a variety of factors such as fibre orientation, temperature and
humidity. The surface of each sheet is as unique as a human
fingerprint — it is impossible to counterfeit. The newly-devel-
oped Ingenia technology can scan any document to reveal this
‘LSA fingerprint’ of its surface properties. The system dispenses
with any data chip; it is ‘read-only’ and, once scanned, a record
of the document’s surface features is stored on a database along
with non-biometric details of its owner. When the document is
rescanned the appropriate details — name, address, etc, of the
owner — can be instantly displayed.

This is a highly accurate system, which not only makes false
matching unlikely but allows counterfeit passports to be detected
immediately (those documents lacking a database presence would
be invalid), and can even detect whether a photograph or name
has been altered.

The Royal Academy of Engineering has pointed out that LSA
scanning is far more secure thdn the government-favoured RFID
solution. In addition, the Academy’s report points out that it
‘could also offer privacy gains, as the amount of information
on the database available to the person scanning a passport can
be controlled - it could be limited to just a name or a photo
or even just the assurance that the passport is a genuine pass-
port issued by the appropriate country. This technology could

227



SURVEILLANCE UNLIMITED

be used for ID cards. Instead of ID cards having chips on them
or information printed on their surface, they could be linked
to databases in the same way. Provided the database is secure,
then individuals’ privacy and security is protected. Alternatively,
more advanced privacy schemes are possible where the LSA
fingerprint is used as an encryption key for locally held personal
information. Traditional technologies such as 2D barcodes can
be used to carry the information on the card itself. This offers
the same immutability of data as would occur if it was held on
a central database, combined with the inability to make iden*
tical copies.™

Instead of using such advances that could easily circumvent
the known vulnerabilities of RFID-based cards, the UK govern-
ment (and now the European Union) seems hell-bent on deploying
one of the few systems which absolutely require the establish-
ment of huge central databases. The question is, of course, why?
And the next, cui bono? It is most definitely not the citizen.
Bureaucracy and big business are the only winners here.

LSA scanning is just one of a number of privacy-enhancing
technologies (PETs) which essentially act as.countermeasures
against the PITs (privacy invasive technologies). The web can
be surfed anonymously via sites such as Turbohide.com; web
‘cookies’ can be filtered; encryption of personal data can prevent
corporations (though not governments) from obtaining data;
network design and software code can produce a marked regu-
latory effect;® privacy preference tools and smart agents can
likewise help to keep the surveillance society at bay. But most
countermeasures are for the computer aficionado - those lacking
knowledge, awareness or even the wherewithal to implement
the available PETs will always remain in the majority.

Some forms of electronic communication, such as email;
are still possible anonymously via ‘remailers’ and other arrange-
ments, who manage a succession of intermediary-operated
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services in which (like cells in a resistance or espionage organ-
isation) each intermediary knows only the identity of those
adjacent to it in the chain. ‘Pseudonymity’ is also possible, where
substantial protections are put in place, but can be removed
under defined legal circumstances. While ‘anonymity’ sites raise
questions of what purpose they may ultimately serve (criminal
and terrorist organisations will find them particularly useful),
‘pseudonymity’ has its own problems, in that the power to over-
ride protections is normally in the hands of government or
corporations and, as Roger Clarke has commented, ‘governments
throughout history have shown themselves to be untrustworthy
when their interests are too seriously threatened; and corpora-
tions are dedicated to shareholder value alone ...*

Privacy Impact Assessment

The similarities between the environmental protests of the 1970s
and today’s anti-surveillance activism point up a method to slow
down or stop the deployment of harmful surveillance systems.
With our ‘greener’ perceptions, the Environmental Impact
Assessment (EIA) is now accepted practice throughout the devel-
oped world whenever new building or infrastructure develop-
ments are mooted. An EIA allows for a review, in advance of
any building work, of any possible environmental effects that
may accrue from the proposed project. Recently, there have
been demands that a similar Privacy Impact Assessment (PIA)
be required before the rollout of new surveillance procedures.
This call has been heeded in some countries, and both the USA
and Canada have mandated the technique for all federal-level,
public-sector projects where personal data is processed. So far
the UK government has shown interest in the idea, but without

~ moving to any mandatory requirement. This is unfortunate, as
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at present new information systems and methods of processing

and transferring data between and across departments are often
established with little or no regard for privacy concerns. When

things go wrong, operators are faced with the challenge of

mending the system, often with costly ‘bolt-on’ solutions that
compromise efficiency. Or, as often as not, the problem is simply
ignored. A report for the information commissioner by the
Surveillance Studies Network explained that, in simple terms,
a PIA may be seen as:

e ‘an assessment of any actual or potential effects that an
activity or proposal may have on individual privacy and
the ways in which any adverse effects may be miti-
gated.”

e ‘a process. The fact of going through this process and
examining the options will bring forth a host of alter-
natives which may not otherwise have been considered.”®

e an approach and a philosophy that holds promise by
instilling a more effective culture of understanding and
practice within organisations that process personal data.

¢ a form of risk assessment, which therefore cannot escape
the uncertainties of identifying and estimating the
severity and likelihood of the various risks that may
appear to privacy, life chances, discrimination, equality
and so on.

e a tool for opening up the proposed technologies or appli- -
cations to in-depth scrutiny, debate and precautionary
action within the organisation(s) involved. :
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* like PETs, premised on the view that it is better to build
safeguards in than to bolt them on.

® an early-warning technique for decision-makers and oper-
ators of systems that process personal information,
enabling them to understand and resolve conflicts between
their aims and practices, and the required protection of
privacy as set out above or the control of surveillance.

* Ideally, a public document leading to gains in trans-
parency and in the elevation of public awareness of
surveillance issues and dangers may be realised; in turn,
it may assist regulatory bodies in carrying out their .
work effectively.

PIAs are long overdue in the United Kingdom, but they are not
the whole story. As we have seen, surveillance encompasses
more than simple privacy concerns. The time is ripe for an
expansion of the PIA concept to one of Surveillance Impact
Assessment (SIA), allowing for a review which would encom-
pass the totality of surveillance effects, both individual and soci-
etal.? As the Surveillance Studies Network report states:

What an ICT innovation, a new database, or a new audio-visual
scheme for monitoring public places or private shopping precincts
implies for personal autonomy and dignity, social solidarity, or
the texture of social interactions, is not an inconceivable line
of enquiry that could become institutionalised as a set of prac-
tices and requirements before those surveillance possibilities are
implemented.®

~ Despite it being merely common sense and natural justice to

. ask such basic questions, such a Surveillance Impact Assessment
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requirement would demand a painful shift of worldview for
government, corporations, and privacy regulators alike. But it
is a change they must make if we are to support and maintain
such basic values as trust, goodwill and a belief in the demo-
cratic process within our increasingly fractured society.

Direct action

If all else fails, it is still possible to organise effective protests
against some of the worst excesses of the surveillance society.
It is surprising how much surveillance actually depends upon
the cooperation or acquiescence of the individual under obser-
vation or from whom data is required. The UK government’s
own figures — made public grudgingly, after three years’ delay
— reveal that 30 per cent of the UK population is predicted to
refuse to cooperate with ID card checks. Should this figure
rise to over 50 per cent (as may well occur when the full
impact of the ID legislation becomes apparent), the whole
scheme could well become unworkable. In addition, workers
in the surveillance business may have philosophical issues about
the use to which the data they collect is put; they can quite
easily disrupt or modify this data collection, degrading its
value.

Using cash and postal mail services serves to disconnect you,
to some degree, from the surveillance web. Refusing store cards
of any colour prevents further entries under your name on
marketing lists; obtaining cards in false names further confuses
the marketers (anti-surveillance advocate and former MIT
professor Gary Marx has obtained store cards in the names of
both Karl and Groucho Marx). In a similar way, forms and
documents that demand an overabundance of personal details
may be filled out with imaginary information. Small errors in
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the spelling of names, addresses and other details will create
multiple entries in the databases and make successful -data-
matching less likely. Workers who key in information from forms
- can similarly introduce deliberate mistakes, and even greater
disruption is possible from computer programmers erasing data-
bases (and backups), or introducing logic bombs, Trojan horses
and similar disruptive programmes. As Brian Martin has pointed
out, a simple magnet can corrupt computer disks. It is even
possible to make your own RFID ‘fryer’ to frustrate clothing
tags and ID cards alike, although this practice is fraught with
risk and should be discouraged.

Unfortunately, such methods have serious limitations: they
may have nuisance value but, given the size and complexity of
the surveillance web, they are little more than pinpricks in the
hide of the surveillance behemoth. And they are individual acts,
performed for the most part in secrecy. But other, more overt
strategies are possible.

The south coast town of Brighton is not normally associated
with direct action in any shape or form. But on 10 May 1997,
two hundred individuals joined together in what was Britain’s
first coordinated attack on a CCTV camera system. According
to one activist magazine, ‘Public ridicule of surveillance cameras
is effective in diminishing their power — and more importantly
their dignity — and making them highly visible.to people who
have simply got used [to them] as street furniture.’!! The protes-
tors were creative in their approach: over 2,000 black and yellow
posters carrying the words“WARNING You Are Being Watched
By Closed Circuit Television’ were stuck up in toilets and other
public spaces, provoking argument and indignation; lasers were
used to ‘blind’ the cameras; posts:carrying the cameras were
‘occupied’; one camera was hoodwinked with a bag; the high-
light of the day came ‘when a blow-up doll, the sort available
from sex shops, was hoisted to the top of a camera pole and
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some rather embarrassed firefighters were dispatched with their
ladders to remove her’.12

The protestors demonstrated a sophisticated knowledge of
both the psychology and the technology of CCTV:

More fun can be had trying to destabilise the confidence in the
relationship between the camera operator and the police on the
ground. For example, some sea-front boy racers were caught
pouring liquid from a petrol can onto a car in front of a CCTV
camera. When the police raced to the scene, the lads got out
some sponges and said they were just cleaning it (the can contained
‘water) ... Making plays in front of a range of cameras simul-
taneously sends a direct message to the control room that we
are watching them watching us. Identical masks can be used for
protection and confusion ... Many cameras use microwaves to
send information back to the central control room, and these
can be disabled using reflective industrial foil strips attached to
helium-filled balloons at the correct height. Camera poles can
be useful ‘Lost Children Stations’. Simply make a sign and give
balloons to children waiting under the cameras. Now who would
take a balloon off a child?

But despite the satisfaction such demonstrations engender, we
should not fool ourselves. Present resistance efforts are better
than nothing, but they still take place within a general and
growing surveillance environment — small victories do not equate
to a dismantling of the panoptic whole. “Who will watch the
watchers?’ is a critical question; but then, so is “Who will watch
the watchers of the watchers?’ and so on ad nauseam. The truth
is that even with the biggest budgets, the most advanced tech-
nology and the best will in the world, no system we can set in
place will be invulnerable to subversion. Human ingenuity
combined with human craving for superiority and power will
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always find a way around restrictions. Examples abound: the
Constitution of the United States of America explicitly states
that control of the nation’s money supply should rest with the
state. And yet we have a private bank (the cunningly named
Federal Reserve, which has nothing to do with the US govern-
ment and can be found, should you choose to look, among the
white ‘business pages’ of the US telephone directory), co-owned
by seven private banks, at least three of whom are not even US
entities, doing just that and essentially dictating the economy
of the USA. Despite appearances to the contrary, Alan Greenspan
and his successors are private businessmen to a man.

That such a subterfuge can be perpetrated on the American
people, against the explicit prohibition of the Constitution, is
a timely ‘heads-up’ to all those concerned with the intrusive
nature of modern corporate and governmental structures; we
must beware of taking appearance for substance, of confusing
high-sounding declarations, voluntary codes and toothless legis-
lation for effective regulation and relevant laws that will vigor-
ously pursue any miscreant with custodial deterrent sentences.
The surveillance network is huge, and continues to expand and
pry into ever more sensitive areas of our lives. Only compre-
hensive legislation, and the outright banning of some of its more
intrusive offshoots, will control surveillance’s worst excesses.
Individuals and pressure groups can help cut holes in the surveil-
lance web, but until public opinion sets its weight behind such
lone voices, it will be difficult indeed to stem the tide. As Ericson
and Haggerty have pointed out: ‘In the face of multiple connec-
tions across myriad technologies and practices, struggles against
particular manifestations of surveillance, as important as they
might be, are akin to efforts to keep the ocean’s tide back with
a broom - a frantic focus on a particular unpalatable tech-
nology or practice while the general tide of surveillance washes
over us all.’13
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Introduction

Our Data Bodies (ODB) is a research justice project that examines the impact of data collection
and data-driven systems on the ability of marginalized peoples to meet their human needs. For
the past three years, ODB has been working in three cities—Charlotte, North Carolina; Detroit,
Michigan; and Los Angeles California. To date, we have completed nearly 135 in-depth
interviews with residents of these cities’ most historically marginalized neighborhoods. Our
project combines community-based organizing, capacity-building, and rigorous academic
research.

Our goal is to find answers to three main questions:

How do marginalized adults experience and make sense of the collection,
storage, sharing and analysis of their personal information?

How, if at all, do marginalized adults connect their ability to meet their basic
material and social needs to their inclusion in (or exclusion from) data-based
systems?

What strategies do marginalized adults deploy, if any, to protect their digital
privacy, self-determination, and data rights?

Through collective community building and analysis of the stories we've collected, the ODB
project has identified many similarities in how people across the three cities experience data
collection and data-driven systems. Patterns have emerged like insecurity and targeting,
resignation and resistance, the separation of family—whether through incarceration, detention,
deportation, or foster care systems— and speak to the way that individuals are forced to trade
away their data to attain basic human needs.

Our community members describe the experience of being forced to engage with intrusive
and unsecure data-driven systems because of their membership in groups that have historically
faced exploitation, discrimination, predation, and other forms of structural violence. They've
shared with us their experience of being caught in a cycle of injustice and the impact this
feedback loop has on their livelihoods.

Our interviewees also tell a story of wanting both privacy and the ability to be seen and heard
as whole human beings. Charlotteans, Detroiters, and Angelinos are resilient in spite of
persistent and destructive forms of surveillance and profiling. They believe in their humanity,
value human relationships, and want respect and recognition in and beyond the systems of
data collection that try to govern their lives.

Overall, surveillance and data collection are deeply connected to diversion from public
benefits, insecure housing, loss of job opportunities, and the policing and criminalization of our
communities. Whether an error or something they have overcome, people’s data stays with
them—far longer than more advantaged groups, and its impacts are profound.



About This Report

The work that we present is the culmination of years of working with our communities and
building on popular education, critical literacy, and other participatory strategies to identify the
productive ways in which people want data collection and data-driven systems in our lives. In
January 2016, when Center for Community Transitions (CCT) in Charlotte began its
involvement with ODB, CCT had been strengthening its support structures for reentry,
including teaching digital know-how and skills in a city strategizing the growth of healthy digital
infrastructure. When the Detroit Community Technology Project launched ODB efforts in
Detroit, it had been extending a model of digital stewardship and principles of digital justice to
demystify citywide open data initiatives, co-design community wireless networks, and use
digital technologies to strengthen human connections amongst Detroiters. In Los Angeles,
when Stop LAPD Spying Coalition (SLSC) launched its ODB efforts, SLSC had been seeding
Power Not Paranoia, an organizing framework that exposes the impacts of and deepens
collective resistance to surveillance and policing.’

Since ODB efforts launched, this collective, community-based work continues to grow. Our
interactions have included countless community meetings, interviews, focus groups, and
workshops that bear witness to the lives and experiences of individuals as they confront data
collection and data-driven systems in the process of meeting basic human needs. These
interactions ground our work and show us how community-driven practices and visions will
continue to take these conversations into the future.

In the pages that follow, we present our interim findings. We have combed through our
interviews to identify commonalities and differences that are emerging between the cities. In
the process, we have attempted to honor the diverse histories and contexts of our interviewees
and the particularities of the neighborhoods in which they live. Our interviewees come from:

» Five districts in Detroit
o District 2,
o District 3,
o District 5, and

o District 6
» Several pockets of Los Angeles
o Skid Row,

0 Public housing projects in Southeast LA, and
0 Other neighborhoods that serve as home to LA’s unhoused populations
» Neighborhoods scattered across seven different zip codes of Charlotte,

o 28201
o 28205
o 28206

L See Montenegro, Ken, “PowerNotParanoia.md,” Github, available at:

https://gist.github.com/kmontenegro/112cbbéec9919c4e0a241ee195ceb519.



o 28208
o 28213
o 28215
o 28216

We are grateful for the time our interviewees gave us and for their continued interested in our
broader, collective efforts

About Our Team

ODB is a five-person project concerned about the ways our communities’ digital information is
collected, stored, and shared by government and corporations. We are:

» Tamika Lewis: A Charlotte-based organizer and artist whose primary focus is advancing
Queer People of Color and marginalized communities;

» Tawana Petty: A mother, anti-racist social justice organizer, author, and poet, born and
raised in Detroit, Michigan;

* Mariella Saba: A mother-to-be in Los Angeles who practices popular education, cultural
work, and healing arts, to collectively, creatively, and healthily uproot the genocidal set-
ups of our global dis-ease;

» Seeta Pefia Gangadharan: A mother and research justice organizer born in New Jersey
and working in London; and

« Virginia Eubanks: A writer, teacher, and welfare rights organizer from Troy, NY.

We are a predominantly women-of-color research team that is interested in how technology
can intersect with social, economic, and racial justice.

Who Funds This Work

This work is made possible in part by a grant from the Digital Trust Foundation. The Digjital
Trust Foundation was set up by Facebook after losing a class action lawsuit. DTF funds projects
that promote online privacy, safety, and security. We are also thankful for support from Institute
of International Education, Media Democracy Fund, and Mozilla Foundation.
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We are also grateful to staff at Center for Community Transitions, Detroit Community
Technology Project, Los Angeles Community Action Network (SLSC's organizational home),
and Stop LAPD Spying Coalition. In particular, we want to thank Myra Clark (CCT), Diana
Nucera (DCTP), and Hamid Khan (SLSC) for welcoming ODB into these organizations and for
their leadership.



What We Know: City Perspectives on Data Collection and Data-Driven
Systems

Since 2016, the ODB Project has been listening deeply to the concerns, analyses, and self-
defense strategies of communities targeted for intensive data collection by government
agencies and corporations. In each city, we identified a specific set of experiences that would
serve as a lens to focus our explorations. In Charlotte, we focused on the experience of re-
entry, of returning from jail or prison back to your home community. Here, we were interested
in how data impacted all areas of re-entering people’s lives—their housing, community
relationships, social service experiences, etc.—but we dug most deeply into how re-entry data
affected the search for employment.

In Detroit, we focused on the experience of foreclosure, evictions, and water and utility shut-
offs. Here, we were interested in how your “data trail”—the collected digital record of your
past decisions, resources, and interactions with government—impacts your access to the basic
human rights of shelter and water. Our relationship with the Detroit Community Technology
Project (DCTP) also reminded us to be attentive to how affordable and secure access to the
internet created benefits and new opportunities.

In Los Angeles, we focused on how data and digital surveillance impacts the experience of
housing or houseless. At Jordan Downs, one of the country’s oldest public housing projects,
we asked community members about how data collection, sharing, and analysis shaped their
experiences of a $1 billion redevelopment plan they fear will displace them. In Skid Row, and
throughout the city, we also spoke with unhoused residents about how data affected their
experience of finding shelter and navigating the criminalization of homelessness and poverty.



Charlotte

Background

A beacon of the New South, Charlotte’s population has transformed dramatically over the past
century. As one of the country’s most important financial centers, the city is undergoing
dramatic demographic changes that include a forty percent increase in residential population
over a ten-year period and growth in per capita income that outpaces that of the entire state.?

However, Charlotteans do not reap the benefits of Queen City’'s booming economy equally,
and many argue these changes link to a longer history of gross inequities due to the
displacement and forced labor of Black populations.® According to a 2014 study, the city
ranked last out of 50 large cities for income mobility.* Skyrocketing rates of income inequality
combined with segregation, mass incarceration, and the hollowing out of middle-class jobs
have overwhelming contributed to the racialized disparities that exist now. According to
Bureau of Justice Statistics, while Blacks make up 22% of the state population, they account for
55% of the incarcerated population.> At the county level, police are more likely to arrest Blacks
than Whites for marijuana possession: out of nearly 2,000 arrests in 2014, 91% were Black,
while the remaining 9% were White.
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Meanwhile, the city spends millions to equip police with body cameras in the name of
countering bias and promoting accountability of law enforcement.” These cameras did not
prevent officers from shooting dead Keith Lamont Scott in 2016, nor did they help to bring
justice or increased accountability to the citizens of Charlotte and to the Scott family.® When
community outrage boiled over in the streets, Charlotte Uprising was borne, and today
organizing efforts continue for broader criminal justice reform. While Charlotte holds a place in
history books for its centrality in racial equality and civil rights movements,’ the severity of
current-day racial disparities and the fierceness of residents fighting back now define the city.

Our work in Charlotte grapples with the impact of data collection and surveillance on people
who have past convictions or arrest. In the 50 interviews we completed for the Our Data Bodies
project, we heard from a multitude of community members who are currently trying to harness
the economic successes of the city during their re-entry process. These interviews highlighted
the connection between data collection and data-driven systems to barriers of employment,
services, and housing.

Word on the Streets...

By and large, Charlotte’s community members identified their criminal record as a critical piece
of the cycle of injustice that perpetuates immobility, lack of opportunity, criminalization,
discrimination, and systemic exclusion. Their stories describe how the stigma of being a
“criminal” has negatively impacted their ability to meet their basic human needs while making
them more susceptible to digital surveillance, police targeting and identity theft. They
frequently highlighted the ways in which a criminal record holds people back.

Some themes that have emerged from our analysis:

My data doesn't represent who | am.

Whether criminal records or bad credit, people expressed concern and frustration about the
unrepresentative nature of data collected about them and how it is used to profile them as
they reenter society. They emphasized that a low credit score or criminal records reflect the
choices, judgments, or actions they made in their past, most due to scarcity, being young, or
survival.

| mean, the credit score part, | really don’t think that represents who | am,
because first of all, | don’t really even understand that. | understand that it
needs to be at a certain level, but | just don’t get why you need that. It's not
necessary to me. | mean I'd rather have no credit than bad credit. I'm just
saying, what is the point. — Nabresha
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And even though their circumstances have changed, Charlotteans themselves have
transformed, and have “served their time,” people are haunted by the profiles that follow them
from place to place or job to job and impact their ability to move forward. These records—a

kind of data trail, do not give others a full sense of who they are and where they want to go in
life.

| have a criminal background. It’s 15 to 30 years old. | plead guilty to worthless
checks. It was 2003. Again, that’s almost 15 years ago, but it’s still held against
me and it still hinders me. It makes it extremely hard to get employment,
permanent employment. Basically, all of my jobs have been temporary positions
or contract positions. — Jill

In our data-driven society, people desire for their humanity to be respected and honored. In
countless interviews, we heard people say they want to be seen as their full selves, as entire
human beings—not as their profiled selves. People talk about having moved past their
mistakes and wanting to rid themselves of that history.

| think just mainstream society period is like once you have a criminal record, no
matter if you stole bubblegum when you was 16, it’s like you're a criminal.
You're a bad person... | think once you get a criminal record everybody looks at
you like Trayvon Martin. And that’s pretty sad that they even have to bring his
name up in a situation, but it’s like, you know, if you would really sit down and
get to know me, I'm a very intelligent person. But if you're just going off this
paper, then it’s like... — Bonnie

The system isn't all bad. It’s the people with decision-making power and policies that hold me back.
People matter to data collection processes and modulate the impact of data-driven systems on
their daily lives. Individuals on the front lines of institutions and who receive or process
information—such as with an application for a job, housing, or other social services—have the
power to hold people back. Our interviewees described two kinds of individuals who process
their data: 1) people who come from similar backgrounds, such as individuals with a criminal
record who are now administrators; and 2) people who come from opposite backgrounds, such
as people who do not have any relationship to or understanding of the criminal justice system
or mass incarceration.

A lot of people forget where they come from and a lot of people ain’t been
through some things to realize where they could go. In other words, they abuse
it. They misuse it. ... [A] Black lady, Pam, she used to be out here. She forgot
where she came from. She used to be homeless, on drugs, under that same
bridge down there, buying drugs, doing everything.... | came in there from
work one day to eat lunch, and they were giving out boots. | didn’t have
enough time. | said, “Pam, can you save me boots? I'm still staying there until |
get off.” She said, "What size do you wear?” | said, “| wear a size 9.” She goes
in there and looks and goes, “Now, | gota 9 ¥2.” | said, “I can wear them. Ill
just put on a pair of socks.” She said, “No, you told me you wear a size 9. You



can’t get these.” She wouldn't give me the work boots because it was a half
size too big. — Joker

The worst thing | ever heard was, “You probably should give up on finding a
job.” He was like, “I don’t even know why you came today because you know
you got a background, you know it’s recent, and you know most places are not
going to hire you so you probably should just stop trying. Go to school or
something.” - Karriem

Our interviewees also talked about the multiple ways in which company policies or procedure
interferes with their ability to move past a criminal record. Charlotteans shared stories about
how frank they were about past arrests or convictions, how well they performed in a job
interview, and how recruiters assured them of their ability to be hired only to find out days or
weeks later that someone in human resources or elsewhere blocked their employment, despite
the candidate’s honesty.

| had extensive history in the medical field and | had an interview with the
manager, she hired me right on the spot. | was upfront about my background,
and so she said that she would do a drug screening. Even though | told her
about the background, it was still their policy to run one, so | said fine. She gave
me my start date and tell about the benefit package and this and that, and so
within two weeks, | received a certified letter from them. They didn’t even call
me. They sent a certified letter, | guess their human resources, and was like we
can't hire you. We have to rescind our offer. Yeah. They rescinded the offer
based on the background check... | was devastated. — Debra

This event happens with companies and agencies that work with local organizations to hire
individuals who have been previously incarcerated,

| actually tested for a data entry position back in February here with Goodwiill. |
had to come in and take a test, data entry test with keystroke testing, and
everything worked out fine... She said | did exceptionally well on the test. My
skills exceeded what they were looking for. She said, hey, you should have no
problem getting this position, so | didn‘t hear anything else from her. Three
days went past. | said, well, let me call her, and just check the status. When |
called her, she said, “Oh, everything was fine. It's just that they don't hire
anyone that has larceny.”

It was really, really discouraging. | mean, it’s just hard, and sometimes it just
makes me want to give up... I'm a single mom. | have a 14-year-old, and | have
custody of my 4-year-old granddaughter. It's like it really discourages me
because it makes me feel like, hey, you’re never going to advance. — Jill

When candidates are highly qualified, knowledgeable, and have the credentials to fulfill a
position, Charlotteans are turned back by companies’ policies whose hiring criteria rely on
criminal records rather than people’s ability to perform and advance.



| would say it's the policies and procedures of the company. Number one,
whoever created those, whether it's the board of trustees, members of the
organization, whoever. Those people that created those policies, | think it
comes from the top. If you are a CEO of a company and you say we are felon
friendly and | expect to have people with colorful backgrounds here, you're
going to have a really good company, in my opinion. You're going to have
people that go above and beyond because they want that opportunity to show.
— Kristie

I will reach my goal if | just put my best foot forward.
Community members have an awareness of how systems are currently working, but they are

resilient and persevere despite the difficulties of reentry, repeated denials, and barriers to
personal prosperity.

To me when | was in prison or what not, | heard a lot of people that came
back... people that was even out here in this world tell me it's hard out here in
this world and jobs ain’t hiring. But to me, different strokes for different folks
and what not. In my case, | had to have to gain the attitude to basically do
something with myself. You know? By doing that | went forward. As | went
forward opportunity came to me. | took advantage of that opportunity. To me
personally, my experience I'm going to say it ain’t so much jobs not hiring or
you get turned down because in life you can get turned down regardless.
There’s so much, if you got the ambition to continue going, regardless if you
been turned down or not, so it’s all on your decision and what you want for
yourself. | got opportunity to basically come out and show them that you know,
change is available. Change wasn't just available to me but you know, change is
available to anyone that want to take hold to it. — Jeremiah

They have a deep understanding of how data driven systems, their criminal records, systematic
oppression, and discrimination impacts their viability and ability to take care of their basic
human needs, but that doesn't deter them from trying, no matter how difficult it gets, with the
hope of getting the break they need.

I know | can go to a library and print me out a resume and send my resume or
just keep my resumes with me or send them out to people and let them know
I'm struggling; I'm homeless; | had a couple jobs; | don't have too bad of a
record. | still can get on my feet. It's all a matter of who's going to help you,
who's going to let you in the door. — Young Boy Dez

All'in all, they keep a positive mindset in order to move forward, focusing on the future they
want to create for themselves

Yeah. You've got to keep motivating. You have to always encourage yourself,
even now, after the fact, you have to encourage yourself because if you don't,
you'll give people power over you. Your situation should not have power over



you. You should have power over your situation. It makes you feel bad but then
you keep going somewhere down the road a no is going to turn into a yes and
then you can get the money, get the work. People work towards getting it
rectified and paying it off. — Diddo

We want systems that work for us, not against us.

From public welfare to reentry organizations to prospective employers that welcome returning
citizens, many support systems do not appear to offer the help people need. These support
systems brand individuals a certain way and chastise them if they do not fit the mold. People
want and need help in meeting their basic human needs—be it shelter, medical care, a job,
and more. But we heard many talking about the difficulty of accessing services, feeling
stigmatized, and getting fed up to the point of wanting to give up, leave shelters, or quit
Charlotte.

At this point where | am right now, | feel like | benefit from these services, but
right now, | feel like if | was to go ask them or anything, they would look at me
funny like, "You grown man. You're old enough, able-bodied...”"They give me a
stare, "You aren't supposed to be here. What are you doing here?" It's just like
a funny room. | feel like | will be near homeless, starving to the bones... to even
step into that atmosphere...They make me feel like, "You can get a job." You
don't know, for somebody that's my age and my position, it's pretty hard to ask
for services. It's like they play on your manhood. That's what | get a feeling of.
These people look at me funny. [Like] | don't need nothing, but | do need help.
— Lamont

A catch-22 emerged in some of the descriptions people shared: in order to access different
social services, such as childcare, you need to meet a requirement or stipulation. For example,
when reentering, people need to a to enroll in a class or classes, but they take place during the
day and interfere with the times needed to engage in a job search process. Without evidence
of a job, a person is barred from maintaining access to services, acquiring additional support,
or finding help through social programs. We heard people say the incompatibility of these
reentry requirements with the vicissitudes of daily life discouraged them and made them want
to go back to their old lives. They also describe how the data-driven systems use and collect
their information in order for them to receive the service, and how judgment and isolation is
very much a part of those experiences.

She helps me with that, but | feel like | don’t want to let nobody know what I've
been through. | feel like they’re judging me. Just like when | got to the herb
(Urban Ministries), they always ask you for the digits [social security number],
but I feel like I'm homeless, you all are using the information from me to just get
money from me. It's my social security number. I've been going through the
herb about 10 years, so | feel like you all been drawing money from me for 10
years. - DO
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Systems are communicating but not for my benefit.

Even though our interviews highlighted that data-driven systems are not all bad, it is mostly
the policies and individuals that block them, they do agree that these systems communicate
with each other, but not to help community members, just for the sole benefit of the data
collector.

They’re not. But then they’re talking to each other when they’re giving out your
information and trying to sell or make a profit off of it. So when it comes to
taking money from you or when it comes to you needing information from
them, they’re not willing to give it out, but when it’s giving information out for
profit, they’'re going to do it... If | don’t pay my taxes, you’ll send a cop to my
house, because they don’t play with taxes. If you don’t pay your taxes, they will
send a cop to your house and they will arrest your ass within a couple days.
Same thing with rent, if you don’t pay that rent, they evict that ass, but when
it's time for you to get money from them or you need documentation from
them, “Oh, well, you need to fill out this form. It's going to take 10 to 15
business days for us to process the request, and it's going to take another
additional seven to 10 business days for us to send it out to you.” — Quincy

Some things might keep you from getting the job. Credit score might keep me
from getting a job. My background might be keeping me from being able to
get a job. Then | can't pay for the necessities. | need to be able to pay lights,
water, gas and keep a roof over my head. Then that way, you're selling me
short. You're selling my information but you're not selling it to where it benefits
me — Diddo



Detroit

Background

Once the industrial center and the fourth largest city in the United States, Detroit is a crucible
of social transformation and participatory democracy, where residents—as the African-
American folk saying goes—have been making a way out of no way for decades.

Since the dramatic shifts in the city’s demographics from majority white to majority black
following the 1967 Detroit rebellion, and the subsequent election of the city's first black mayor,
Coleman Young, Sr., Detroit residents have endured the weight of a dominant narrative that
portrays them as “dumb, lazy, happy and rich.”"" This narrative has reached global acceptance,
while systematic disinvestment and discrimination against its residents festers, with little notice
from the rest of the world.”? Following the 2014 election of its first white mayor in 40 years,
global perception of Detroit shifted, with media narratives heralding the city’s rebirth again to
the exclusion of black residents and the realities of persistent inequities.'

Residents have challenged the "comeback" narrative that largely focuses on corporate-led
initiatives, especially the well-publicized decision of billionaire Dan Gilbert to move Quicken
Loans, an online lending giant, to the downtown corridor of Detroit. Gilbert is credited with
attracting businesses, generating much-needed tax income for the city, and protecting
Detroit's neglected architectural treasures.' Yet, enthusiastic coverage of these and other
revitalization efforts neglects mention of the extraction of public resources, hi-tech surveillance
of the downtown “Gilbertville,” corporate fraud, and redlining practices leveraged by
commercial actors against the residents of this majority Black city."
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Any “renaissance” the city has experienced is profoundly uneven in its distribution. The
comeback story omits that only 7.2 square miles or 5% of the city’s total area forms part of the
revival.'® Detroit led the country in unemployment and child poverty rates in 2013, and in 2015
the Federal Communications Commission found that 40% of residents lack access to
broadband internet, highest among big cities." Between 2011 and 2015 the city foreclosed on
one in four homes due to overdue property taxes, and a dense area of foreclosures and
property seizures extend across the city with the exception of the downtown area and a few
neighborhoods.®

Meanwhile, beginning in 2014, the Detroit Water and Sewage Department—an agency
shouldering nearly $6 billion in debt—announced that it would target homes with unpaid bills,
tweeting “If you're stealing water, we're coming after you.”' In past years, residents have
watched their water bills increase by as much as 119 percent, and an estimated 40 percent are
delinquent on bills.?® An estimated 100,000 Detroiters have seen their water shut off since the
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water authority initiated the effort.?’ Power shut-offs also affect low-income Detroiters, and the
energy authority is under recent investigation for computer glitches that led power loss for
approximately 9,000 customers.?

In a city where African-Americans make up over 80% of the population, foreclosures and
shutoffs follow a discriminatory history of institutional racism that stretches back to the
economic upheaval that led to the Great Migration and brought thousands of black folks to
Detroit. But contemporary Detroit also draws on its history as a center of human resilience,
from the legacy of James and Grace Lee Boggs Center and Detroit Summer to Michigan
Welfare Rights Organization, We the People of Detroit, and more.

We Didn’t Get Here By Accident

Our work in Detroit is situated within this context, and against a backdrop of recent crises for
residents of the Motor City. The Detroiters with whom we spoke entered into the conversation
about data collection and data-driven systems by reflecting on information collected or used
by the city. In the 33 interviews we completed,” Detroiters shared a range of stories that ran
from the impacts of predation and bad credit to property misclassification and social media
surveillance. Frustration with data-driven society is palpable, though not immutable. The
Detroiters we spoke with combined talk of pervasive data collection, human needs, and the
state of an unequal city.

I don’t trust data-driven systems, though data could be used for better.

Detroiters expressed a distrust of data systems, though acknowledged that data could be used
in positive ways and made suggestions towards that end. Be it third parties, the state, or
commercial predators, Detroiters expressed distrust of data collection on individuals. But our
interviewees also talked about the possibility for change, including the idea of meaningful
consent, targeting for the promotion of collective resources or quality-of-life improvements, as
opposed to punitive data collection.

Like maybe there needs to be some protections on how corporations access
data. Like maybe there’s too much free reign. Maybe like, maybe this isn't the
right language but I'm thinking the reversed permit where a normal permit says
you have to have—well, it’s not that you have to have this much money but you
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have to pay this much money to do this type of thing. In this instance you didn’t
have this much money you cannot do this type of thing. So if you have $500
million you just can’t access all publicly accessible data in the state or even in
the city. So that prevents, | don't know it might not 100% prevent monopolies,
but you can maybe significantly prevent monopolies from having free reign and
free access to data that’s going to make them more millions. - Tachalla

And so, | think limiting outright, like how that data can be used and what data
can be collected, would be a start. And then also, just in general, having some
sort of policy for, like, mandatory consent and, like, being able to opt out of
getting... of giving certain data but still being able to get a service. Like, even
all the way down to, like, if you download an app and they're like, "We want to
access to all of these things." Like, no. You be able to either consent to that or,
like, consent to giving them only access to certain things like the very specific
things that they need in order to function. Like, maybe you don't need access
to all of my contacts with your Instagram, and I'm just going to be posting
pictures. Maybe you only need to access my pictures. But a lot of the systems
are, like, either... it's not really like consent if, like, you just can't have this thing
that everybody uses unless you give us this. - Unicorn

The changes | would make would be to have data that is intentional and
targeted and centering people in the middle of those decisions. So, data would
be created for the people and with people as opposed to on people and
against people. Data would be done in a way that is an instrument and a tool to
support their uplift and the uplift of their consciousness and the quality of their
lives. It would be used to map and visualize so that people’s understanding was
centered in coming together and being their own solutionaries. It would be
places of a tool for skill sharing and learning. It would put health as a priority. It
would put our children’s education as a priority. It would mean that there would
be no persons without housing if they so choose. It would be a pairing so we
would be looking for ways to place people in homes as opposed to using data
as a justification for pushing people out of homes. - Ollie Mae

I’m unfairly punished for bad past decisions.

A lot of people we spoke with in Detroit identify the punitive effects of the credit report. They
feel like low credit functions as a penalty or mark against them, when predators are also part of
the picture. Detroiters sense that a predatory market facilitated or enabled a bad consumer
choice or behavior they made and that they receive the brunt of blame. The impacts of bad
credit are severe and hinder people from meeting their basic needs.

So I've made a number of purchases throughout my life. Some of those
included school loans. Some of those were other stupid credit card loans.
Regardless they were loans. Granted, | haven’t paid many of them back yet,
that data has been transferred between other credit card companies. So it
creates this cumulative credit score that | have. That credit score determines my
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access to future monies. So like a signal to how well | can pay back future
money and that affects how much I’'m able to do in the short near term future. -
Tachalla

If your gas gets cut off, it's going to impede your lights. If you gas and your
lights are in jeopardy of being cut off, that information is reported on your
credit. If you need to move or you're buying a home it just affects everything. —
Sunflower

| got a ticket when | was nineteen, twenty, and that ticket kind of snowballed
into this whole long thing of like, basically like a huge mountain of debt in terms
of that, that | was stuck up under for like ten years, or so. — Tom

I believe in privacy, but | don’t think there’s much | can do to protect it.

We spoke to people who desire and care about privacy, but who feel like they have no choice
but to give up information. From the minute you are registered at birth to the streets you roam

to the everyday transactions in which you engage—our interviewees talked about pervasive
data collection that they experience and the frustration that creates.

Oh, God, | don't even—yeah, | just feel like if I'm going to have a bank account,
if I'm going to register my car, if I'm going to have healthcare, | just don't
even—I've sort of given up on trying to protect privacy. — Anonymous (Detroit)

| mean your face is not even your own anymore. Your face is being captured by
cameras. — Da Hive

They're dictator. Because you sign that certificate that allows them to do that;
that birth certificate allows them dictatorship. — Sean Michaels

I really believe that every button that is pushed collects something about you. —
Bebop

My identity plays a role in how data systems treat me.

By and large, Detroiters felt that race and economic status play a role in their interactions with

data-driven systems.

| feel like my identity is inseparable from my digital presence. — Anonymous
(Detroit)

| truly believe that who you are, what you look like, your identity is your digital
footprint. — Bebop

We've never seen, no culture or group of people on the face of the earth have
seen as much monitoring and as much lack of privacy that we have experienced
in the last 20 years. Or even 15 years since 9/11. It's really important that we
know the old saying giving up your freedom for security. — Da Hive

I'm often concerned how my orientation will play a role in someone denying me
of my liberty at some point in the future. — Justice Black
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Oh, goodness, identity, right, right. Yeah, that identifier helped me become a
dataset for a further dataset of receiving state assistance, but by a state that
created that system where | needed that when if you could’ve just paid me a
damn living wage | wouldn’t have to have it. - Terrence

Car insurance. That’s what I'd be penalized with. | didn’t show up in a database
for having clean tags and proper insurance. So that sucks. Yeah, which of course
is being disproportionately used in a black city and you can talk about history
and redlining and how current insurance rates they you know, they instantly go
up across the borderline between Detroit and other cities, black, white that
whole thing. Yeah, so, that’s ways in which I’'ve been penalized. — Tachalla

I am forced to become—and feel—like a number.
People we interviewed spoke about becoming data points in a larger system of services—both
commercial and government—that treats them as a statistic as opposed to a human.

| don't know. | just feel like a number. | don't even know. — Lola

| know utility companies definitely leverage the need of what you need as a
basic tool for survival to capture all of your information, from your Social
Security number to your birthday, to your name, which are all primary tools of
identity theft. You need those things now to even have utilities. — Renita

We know everything in this system is based on numbers. So, they associate your
name with numbers. Whether it’s a credit card, your driver’s license, which now
has a metallic strip on the back of it. Every other source of ID that we’re really
forced to have now you can’t even get an ID without five pieces of ID. So, to me
these are ways of collecting data on you. Whether it is through the DMV. Social
Security. All of these entities that are keeping this data and they are cross-
referencing this data. So, that they pretty much know everything that you are
doing, whether it’s your bank cards, you know. So, they are all tied in. — Luca
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Los Angeles

Background

Los Angeles is the third largest metropolitan economy in the world and, in 2017, the annual
count of people who are homeless saw a 25% increase. Skid Row, a neighborhood the size of
52 square blocks, has the highest concentration of unhoused individuals in LA County, and an
estimated 33% of parolees released in the area settle here.*

In Skid Row, property speculation and development is having drastic and traumatic effects on
the unhoused community. The wealth pouring into downtown is pushing out Skid Row
residents, as gentrification replaces single residence occupancy (SRO) units with live/work lofts.
In 2015, the city re-regulated “streets sweeps,” classifying, all but in name, possessions of the
unhoused as trash to be cleared.? A recent study found just 9 usable toilets at night for a
street-based population of almost 2,000, far below United Nations’ mandates for human rights
and well-being.?

Low-income residents of public housing are also under assault. Jordan Downs is home to one
of the country’s oldest public housing projects. In 2017, unemployment affected approximately
50 percent of its adult residents and that average family earnings totaled about $1,250 per
month.” Here, anxiety and harassment plague residents as the city moves forward with $1
billion redevelopment plan that will raze 700 units and replace them with 1,800 mixed income
apartments. Jordan Downs’ poorest renters fear being forced out in order to make way for
higher earning residents willing to pay market rate for new housing.”®

Meanwhile, LA serves as a hotbed of data profiling and surveillance experimentation. In 2010,
the city won $7 million in a federal grant to equip three housing projects, Jordan Downs,

24 Los Angeles Poverty Department, “State of Incarceration,” Los Angeles Poverty Department

(blog), June 4, 2010, https://www.lapovertydept.org/projects/state-of-incarceration/; Ryan Vaillancourt,
"State Prison Shift Puts Skid Row at Risk,” Los Angeles Downtown News - The Voice of Downtown Los
Angeles, November 4, 2011, http://www.ladowntownnews.com/news/state-prison-shift-puts-skid-row-at-
risk/article_6ba8a322-0737-11e1-bd51-001cc4c002€0.html; Andrew Smith, “A Cop's View from Skid
Row,” Los Angeles Times, March 27, 2007, http://www.latimes.com/la-oe-smith27mar27-story.html.

% LA Human Right to Housing Collective, “L.A.M.C. 56.11 & 63.44d: The Ordinances That Further
Criminalize Homelessness,” LA Human Right to Housing Collective, July 15, 2015,
http://www.lahumanrighttohousing.org/post/148751608686/lamc-5611-6344d-the-ordinances-that.

26 Alistair Gee, “At Night on Skid Row, Nearly 2,000 Homeless People Share Just Nine Toilets,”
The Guardian, June 30, 2017, https://www.theguardian.com/us-news/2017/jun/30/la-skid-row-homeless-
toilet-access-report.

z Kurt Streeter, “In Jordan Downs Housing Project, Police Are Forging a New Relationship,” Los
Angeles Times, February 16, 2014, http://articles.latimes.com/2014/feb/16/local/la-me-jordan-downs-
cops-20140217.

® Daniel Ross, "An LA Housing Project Is Evicting Residents and Making Plans for Gentrification,”
Vice, February 19, 2014, https://www.vice.com/en_us/article/dpw7xw/residents-of-las-largest-housing-
project-are-being-evicted-to-make-room-for-pricey-apartments.
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Nickerson Gardens, and Imperial Courts, with surveillance cameras.”” More recently, Los
Angeles Police Department partnered with a CIA-backed company on the forefront of
predictive policing and deployment of facial recognition software on parts of its vast CCTV
network to search for “matches” to a closely guarded and problematic gang database.*® Data
mining on an unprecedented scale is now being utilized in the name of fraud detection and
benefits management for government services.*'

Power Not Paranoia
As marginalized communities push back—such as a drive for Skid Row to have basic and

immediate needs met without criminalization, and residents in Jordan Downs organize to keep
their housing with dignity, health, safety, and environmental concerns met through the Human
Right to Housing Collective—our work in Los Angeles emerges against the backdrop of gross
inequalities and considers resistance to surveillance, whether by police or other collaborating
state actors such as the Department of Housing and Urban Development. The Angelinos with
whom we spoke entered into conversation about data collection and data-driven systems by
reflecting on housing and the interplay between data and housing authorities, law
enforcement, commercial actors, and more. Across our 50 interviews, people honed in on the
exacting toll of a perpetual state of being watched and counted to the detriment of human
dignity and human relationships. Angelinos want to be seen and heard not watched, and they
shared experiences from the impacts of navigating a culture of surveillance and control through
a range of systems that manage human needs and rights.

Some themes that have emerged:

Data is a power relationship.

Data collection often diminishes the agency and limits the self-determination of targeted
individuals and communities. Digital profiles and statistical risk models in social services, child
welfare, law enforcement, and housing replace the full, collective stories of our lives with
decontextualized, ahistorical, and individualized data. The abstraction of our experience and
full humanity into categories, types, and ratings is a form of dehumanization, and the process
can be deeply traumatizing.

In our conversations with people in Los Angeles, we learned data collection and data-driven
systems represented unequal power dynamics in their lives. People described being in various
situations of control and of having to give up one human right for another. These processes
and systems curtail people’s movement and interfere with people’s ability to be free, agents of

29 Frank Stoltze, “"LAPD to Increase Surveillance Camera Use at Housing Projects” (Los Angeles,
CA: Southern California Public Radio, June 24, 2010),
https://www.scpr.org/news/2010/06/24/16494/|lapd-dramatically-increase-use-surveillance-camera/.

30 Jaques Peretti, “Palantir: The ‘Special Ops’ Tech Giant That Wields as Much Real-World Power
as Google,” July 30, 2017, https://www.theguardian.com/world/2017/jul/30/palantir-peter-thiel-cia-data-
crime-police.

31 Virginia Eubanks, Automating Inequality. How High-Tech Tools Profile, Police, and Punish the
Poor (New York, NY: St. Martin’s Press, 2018).
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their own destinies. People shared stories of feeling the weight of the institutions—primarily
law enforcement and social services—that assert their authority and create and maintain
hierarchies: data controllers on high and data “subjects” on low, seen as a scourge or less than.

I'm free in physical terms, but | wear a shackle around my ankle, so they know
where | am, the places | go to, where | spend time, what places I've visited, so
having that shackle is like having a spy over my shoulder, on top of me all the
time, my whole life. Given that | need to wait for my immigration status to be
solved, my political asylum case sets many restrictions regarding which services
| need and can access, health services, housing, that | could acquire. They set
restrictions because one of the conditions to my freedom is not becoming a
burden to the state, according to them. But rather, they don’t want me to be a
burden but they don’t give me a work permit either. They don’t want me to be
a burden but I'm... | can’t travel to other states to be able to broaden my
horizons and my job opportunities. They don’t allow me to leave the state
because if | leave with this shackle on, it sends them a warning and that would
immediately mean that they send me back to jail. — Valeria

Data systems are a set-up.
Our interviewees understand the collection, storage, sharing, and analysis of data as part of a

looping cycle of injustice that results in diversion from shared public resources, surveillance of
families and communities, and violations of basic human rights. Connected to the experience
of power and powerlessness, the theme of “set-up” concerns the ways in which data collection
and data-driven systems often purport to help but neglect and fail Angelinos. Interviewees
described these set-ups as “traps” or moments in their lives of being forced or cornered into
making decisions where human rights and needs are on a chopping board When using social
services to meet basic needs or expecting that a 9-1-1 call in an emergency will bring health
and/or safety support into their homes or communities, our interviewees spoke about systems
that confuse, stigmatize, divert, repel, or harm. These systems—or the data they require—give
people the impression of helping, but they achieve the opposite. They ask or collect, but rarely
give, and that leads to mistrust, disengagement, or avoidance. Furthermore, systems
perpetuate violent cycles when they are designed to harm, criminalize, maintain forced
engagement.

| believe that housing is a trap door. | believe where this system was actually set
up in order to aid and assist people, that that process has been lost. | believe
that this was supposed to be almost as a stepping stone as you begin to get
yourself together this was supposed to be a way for you to be able to save and
maybe acquire the things that you would need for the next step. Unfortunately
it's not like that. Because if you make any more you can’t save any more to
move anywhere because you can make anymore, they want more. So it’s not
actually a helping process. It's more like a hindering process. It's keeping you
exactly where you are, in need of them at all times...We have what'’s called an
annual review where every year even though we’ve applied to be here it's
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almost like you have to apply and reassure them that you are poor and doing
bad in order to stay here. So it's not actually made to help you do any better.
It’s actually made to keep you right where you are. — Mika

Data-driven systems tear me, my family, and my community apart.

Interviewees describe the effects of powerful, unequal data collection processes as an
emotional, psychological, and physical toll, with traumatizing effects. In the context of struggle
between Los Angeles’ most marginalized residents and institutions that claim but do not
provide the safety or support they advertise, wrong labels, misclassification, and
misinterpretation of data profiles are life-changing events, such as the separation of children
from their parents.

Junior: Ever since | was a child, I've been running from them [law
enforcement] because they took me away from my mom. They would come to
our house and try to get me. They would come and get me. I'd run from them
because | didn't want them to take me away from my mom.

Mariella: Were they trying to separate you from your mom?

Junior: Yeah.

Mariella: Like Child Protective Services?

Junior: Yeah. Maybe | probably would have went to a good family or
something, but | didn't want to get taken away from her.

Mariella: Yeah, of course. | hear you. Did they take you away?

Junior: Yeah. They took me to a foster home.

Mariella: They did.

Junior: The first day | left. | came back. It was in Palm Springs. |
hitchhiked all the way back over here.

Mariella: Wow! How old were you, if it's okay to ask?

Junior: About eight or nine... | don't even know how | made it. It was

crazy. It worked out...I had to jump down the wall. It was a two-story building
because we were on the top floor, literally. Then | came back over here and |
was happy to see her...Then they took her and then she got busted and she
went to prison for like four or five years. It was all chaos. | got into the
neighborhood.

Data collection and data-driven systems feed into a culture of fear and suspicion.

Pervasive and comprehensive surveillance by law enforcement is front and center for our
interviewees, and their tactics of data collection and use of data-driven systems connect to the
experience of over-policing, feeling fearful of being watched and profiled as a suspicious or a
person of interest.

In my experience, even if you don’t want to interact with them, law enforcement
will find ways to stop you and collect your data. — Janet
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Because if we go and request our information, since our papers are there with
Immigration, we are scared that now, that this president is in office, it may harm
us in some way.

Everything you do in this country, good or bad, it’s used against you. Does it
have an impact on your family? Of course it does! A very negative impact.
Those who suffer most are always the children. What are we creating? Panic,
fear, sadness. — Guadalupe

Data systems write me off for being poor.

Our interviewees find that day in and day out data-driven systems—and sometimes the people
behind them—treat them poorly for being poor. Data collection and data-driven systems leave
them feeling exposed, as if asking for help is something to be ashamed of.

So | realized that here in the United States, the people who are poor have no
systems set up for them to get out of poverty. On the contrary, they are... The
moment you are poor, you enter into a maze. ...[l need a] system that helps
makes you feel like a human being, right? ...[A] system with which | work
together and not one that saves me or rescues me from anything, because |
don’t need for anyone to rescue me or save me. — Marco

Harmful systems...try to separate. “OK, he's poor, he's rich.” You are worth
more because you are rich; you are worth less because you are poor. —
Guadalupe

I want to be seen, not watched, and heard, not harmed.

In Los Angeles, we heard our interviewees differentiate between helpful and harmful systems.
The primary sentiment focuses on a human element: in the myriad points of contact that
people have with different systems of collection, they desire a respectful interactions where
people hear communities’ needs and systems help them rather than punish them for trying to
meet their needs. Angelinos want systems to recognize the contexts that shaped their current
trajectories and the opportunities that lay before them, rather than systems that categorize
them or put them in box.

| think personal information is interesting to think about. Because a lot of our
personal information in kind of the spirit of this project does not refer to the
information like our soul transformation that occurred or like how it impacted us
when a grandparent died. That’s a deep personal information, right? But so
often | remember reading when | was maybe as young as 13, maybe older...
that Google is actually able to identify you off of your age and birthdate and
that is actually a unique identifying thing. | don’t know if | am remembering that
correctly, but | do remember it was three pieces of information that felt very
actually impersonal to me, like your birthday, your age, where you live. That is
enough to be a unique identifier. — Opulence
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We have solutions and strategies to keep us human.
Despite feeling tracked and trapped by data collection, interviewees have shared innovative

strategies for survival and self-defense. They have talked about blocking, avoiding data
collection, expungement, FOIA requests of their records, and building alternative
communication systems that support human dignity and self-determination. They offer
compelling policy prescriptions: minimize the amount of data that is collected, for example, or
use a level of data privacy common to healthcare in other settings.
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Our Data Bodies: Commonalities Among Us

In the process of analyzing our interviews, we have come to understand and define data bodies
as follows:

Our data bodies are discrete parts of our whole selves that are collected, stored
in databases, the cloud, and other spaces of digitally networked flows, and used
to make decisions or determinations about us. They are a manifestation of our
relationships with our communities and institutions, including institutions of
privilege, oppression, and domination.

This definition flows from what we are hearing about people’s desire for human relationships or
connections and for human connection that involve mutual recognition and respect. The
themes we hear across the three cities point to the hardships and violence our interviewees
experience as data bodies.

Predatory data-driven systems routinely hold us back and prevent us from meeting
basic needs.

Interviewees express feelings of vulnerability in being exposed to systems they experience as
predatory. When applying to jobs, browsing the internet, signing up for social services, filling
out forms, Charlotteans, Detroiters, and Angelinos we spoke with share experiences of being
preyed upon, hounded, or harassed. They feel at risk to those who ask for their information.
Annoyance is part of the equation, but so are real financial impacts.

Just like those telemarketers be calling. As soon as they call, | hang up. “I'm
called to reference on your credit card.” “l don’t own a credit card. How do you
get my number?” Then they got one that say you can block them, and they still
call back. | don’t understand how they get it if I'm blocking you and you still call
back two or three days later. | don’t understand that... Same number. One
talking about you done won a trip to Miami and send them $700 Yeah, right.
Picture that... With that information, | think they scam it. — J (Charlotte)

Since I've gotten on Medicaid. So then | got an Obama phone, and the first
thing | noticed is that I'm getting calls all the time from credit card companies...
[A]nd then also, what | was told was the reason why—the economic justification
for the free Obama phone for people on Medicaid is so that they keep their
doctors' appointments. Isn't that creepy? — Anonymous (Detroit)

Amy Black (Los Angeles): I'm going to say hindrance would be when they
popping up all those “Find your loan, fix your credit, check you credit for free,
all you need is a small five second... and put your email and put your birthday.”
But then I tell you, all they need is what? Sometimes just your birthday. See so
that could be a hindrance because | remember one time | did apply for a loan
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on the internet...

Mariella: Were you looking for it or did it pop up?

Amy: No, it just... something that’s either in your email or on Facebook says,
“Hey, we can do this with you. If you're a business owner or you're going to
school whatever put this here you’ll find out if you're approved in five minutes.”
So I’'m going to see if | can get approved in five minutes, and what | got in five
minutes was a phone call saying that | own them money and they didn’t even
gave me no money. If | tell you, the guy was calling me, calling me, calling me,
calling me, calling me... [A]t the end of the day | was getting harassed like
crazy, and | never got no money.

Credit scores are part of people’s account of predatory data-driven systems and play a big role
in keeping people down. Over and again, our interviewees mentioned credit being used in job
and housing applications to make unfair interpretations of who they are.

Debra (Charlotte): The credit offers from Credit Karma, right, from Credit
Karma. When you sign up for Credit Karma to view your credit report, they do
different credit card. Not so much commercials, but advertisements will pop up.
They’ll have a list. You would be a good candidate to get this if you're trying to
rebuild or anything of that nature. That’s probably where, now that I'm thinking
about it. Yeah.

Tamika: Credit Karma is for tracking your credit.

Debra: Tracking your credit. You're checking your credit report, seeing if
anything is matching. To see if everything is matched up... Then they still put
the advertisements in there. They do... They’ll say if you're trying to rebuild or
establish credit...

Tamika: Get in more. Get in debt.

Debra: This will be good for you. Yeah. That’s what they do.

Nowadays, you need credit for almost every single damn thing. They even get
your credit for a job, like if you don’t have a good credit score, some jobs will
deny you because it makes you think you’re more at risk to steal. It labels you
almost like a criminal if your credit is not good. What the fuck does that have to
do with you stealing? My integrity is not attached to my credit just because |
made a couple of bad decisions and maxed out that credit card doesn’t mean |
want to go out stealing and robbing cash registers. It’s just that I've fallen on
hard times. — Quincy, Charlotte

Knowing your credit, knowing your scores, knowing how much you make, what
you buy. So they can target you for giving a loan or not giving a loan. Deciding
what you can have or not. — Janet (Los Angeles)

When you go to apply for apartments and they do your credit check, that's
harmful because, see, if you had a 720 of a credit score and every time an
apartment company run your credit, you know what they do? It brings down
your credit score, so you'll no longer be a 720, and | think that's harmful
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because these people making you pay for you to destroy your credit. Your $35,
$25 fee to tear up your credit. Right. — Amy Black (Los Angeles)

Data security factors into the equation, and a significant number of interviewees talked about
identity theft, as well as the lack of support to recover their losses.

I’'ve had instances of, what you call this, identity theft and that was real. | ended
up even going all the way, having to like bail myself out of jail based on that.
Because they went and started a bank account and things like that. So that
went into the system and then got me into having warrants out for my arrest
and things like that. So that was an instance where that was in the data system
where somebody used my name and took all of that. So it was a long time for
me to work my way out of that whole situation... [Elven when | thought that I'd
handled everything, it was still like a last thing that | hadn’t been that | didn’t
know about and it was still there. There was still a warrant out, because it was
somewhere else they went and used checks to write bad checks with my name.
— Brenda (Detroit)

My identity was stolen twice already... Once, they asked for a loan from the
bank and ended up owing almost 20,000. And the other time, my permit, my
social security, everything was stolen from my house... [l]n fact, the Bank of
America manager, | was telling her “why am | owing so much, if I'm not
withdrawing money.” Back then | was getting child support. | had three jobs,
and | didn’t need to withdraw money from the bank. And the papers arrived.
And once it arrived, [a child’s] dad was there, and he said that | owed more than
10,000... And | did go to the police. [And] | went to Housing and told them
what had happened... And the truth is that | went bankrupt. And | had to pay |
can’t remember 1,500 or 2,000. - Evelyn (Los Angeles)

Data-driven systems unfairly divert us from resources we are entitled to and need to
survive.

Related to predatory systems, most our interviewees feel that commercial and governmental
data systems block them from accessing the resources and relationships that they need to
survive and thrive. For Charlotteans, Detroiters, and Angelinos, online applications, intrusive
data collection, and digital tracking divert them from accessing basic human needs such as
jobs, education, housing, food, and social services. This diversion is accomplished through
various means: policies block new migrants and returning citizens from accessing their human
rights; needlessly complex systems create bureaucratic hurdles to benefits; disproportionate
scrutiny makes families feel unsafe and produces stigma and shame.

If you're a felon, you're not eligible to receive any benefits. That's that. - Code
Blue (Charlotte)

The Michigan Department of Health and Human Services...the only thing that
makes [their data systems] helpful at all is that sometimes it’s the only way you
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can get connected to them. | finally realized that | could maybe email my
caseworker. They don’t give you the full email address. You've got to figure
out, okay, if they say, “A. Dickerson,” that’s the only information they give you.
They leave you to figure out, “Well | guess @michigan.gov, dot whatever,” and
see if that works... [T]hey're holding all of these important chips and all of this
information, and it’s difficult so often to interact with that and find out what that
means. ... [Tlalk about a brain buster. — ODB (Detroit)

So, knowing that this electronic system that we live in has basically got us
separated from the water that we need to swim towards in order to live, we're
all struggling on the sands of the beach, trying to get back to the water. —
General Jeff (Los Angeles)

This dynamic of diversion is shaped by applicants’ inadequate access to online tools, and
intensified when they feel that they have to release very sensitive or stigmatizing information
about themselves. Information imbalances lie at the center of this process. Interviewees feel
that they are hypervisible: they have to share all kinds of personal information about
themselves, but this kind of data is not what they need to meet their basic human needs.
Rather than the two-way, reciprocal relationship of seeing and being seen, they feel closed and
secretive state agencies or corporations treat them like an “open book,” leaving them
vulnerable and insecure. This kind of one-way scrutiny means that every move they make feels
under investigation, but simple information that would dramatically improve their lives is hard
to find. This suggested to many of them that data-driven systems serve more to reinforce
existing power relationships, rather than to disrupt or equalize them.

Data collection feels extractive and takes a serious emotional toll on us.

Our research participants spoke at length about feeling uneasy, frustrated, overwhelmed,
frightened, and angered by their experiences with data collection. When interviewees felt that
their data trails were being used to single them out for scrutiny or punishment, negativity
towards data-driven systems intensified. Similarly, they felt especially intense when institutions
that our interviewees already found alienating or stigmatizing, including law enforcement, the
medical system, public housing, and the public assistance office, were the ones collecting the
data. When they lack control over how their data is used, digital scrutiny feels most paralyzing
and dangerous to them.

Tamika: How does this, like the sharing of this information in general make you
feel?

Assata (Charlotte): Child, stressful. And like a damn, like a, like a, like it just
looks like you're plagued. Like with the, what did they used to say back in the
day, a red letter or whatever? Like you are plagued. Like | feel like it's like
some...

Tamika: Like you are like an outcast?

Assata: Yeah, that. Like an outcast, and it’s something that can’t escape.
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Tamika: Okay. Like it's following you.
Assata: Yeah, like it follows me.

Should | give them information that allows me to get this healthcare that is
subsidized, not free, and be a part of a health system that does not yield
positive results? | struggled with giving them motherfuckers my information.
Still do because | have a serious health challenge, but | don’t want to give the
information to a system that harms, that is not something that I’'m in alignment
with. ... [I feel] pissed off. ... | have a problem with being a number and a
statistic. That alone is not a good feeling. — Terrence (Detroit)

[The housing authority] placed us in a very, very, very difficult situation. We're
scared when we go there; we go into that office. Thinking: “What are they
going to look for, what are we going to say, what are we going to do?” ... If my
cousin comes to live here to be happy, to share, or got out of prison, they will
be investigating. It stops you in your tracks. Every human being has the chance
to be happy, ... to be part of society without being scared or feeling guilty
about moving forward. And [criminal records checks are] what stops us here.
That because you did something that cannot be corrected for some time, but
you've been through the process, you made up for it... [and housing says] “If
you're going to come and live here, | will check your criminal record.” That puts
the human being down, so that he won’t want to move forward.” No, they’'ll be
checking up on me.” So it’s like a dagger in your heart. — Angélica (Los Angeles)

Many of our research participants felt like the process of data collection, analysis, and sharing is
dehumanizing. They felt that their experiences were being extracted and abstracted, leaving a
decontextualized data body that is less complex than their lived experience and understanding
of themselves. Our participants feel boxed in—or boxed out—by the limited opportunities to
self-define in data-based life. What's more, they feel that technologies, people, and other
entities are manipulating their narratives for their own ends, especially to criminalize them or
their communities. They reminded us that their stories, and their lives, are richer, fuller, and
more complex than any data profile could ever capture.

You don't know my situation. You don't know my struggle. You don't even
know where | come from. Don't judge a book by its cover. That's my motto.
You can't look at me and say, “You don't need nothing. What are you doing
here?” ...That's how | feel going to ask for DSF help or Social Services help,
food stamps, EBT. Go in there, [they] look at [you], “You're asking for EBT?” —
Lamont (Charlotte)

They don't really have any real idea of who | am and what | am...They're
probably...looking up my name and seeing what I’'ve been connected to. If they
have some kind of number that identifies me, that number can tell them a lot
about me, but it might not tell them why I’'m doing what I'm doing.” — Sam
(Detroit)
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Being in a foster home, you are your mother's child, with that Social Security,
birthday, and name. That's all you are... [a] Social Security number. Now,
because I’'m going to a foster home, the police are being called, so now my
name is in the police system... [NJow you're easily to be criminalized because
you're already in the system of the database of the police. So from the police
now they’re calling social workers, which is the DCFS, Department of Children
and Family Services. ... Now you went from momma'’s belly to the police car or
the police data, now DCFS data, now DCFS data has got to go through their
process and then now we’re going into someone's home. ... It's all a chain of
command. Everybody is getting paid off of you, basically. — Amy Black (Los
Angeles)

The hurt and the harms of data-driven systems connect to past systems of
discrimination and exploitation against members of marginalized communities.

People feel targeted and profiled because of their race or ethnicity, economic status or class
identity, age, gender, sexual identity, housing status, criminal record, or any combination
thereof.

Niggie (Charlotte): | think because my identities are so visible they make me
stand out more. In terms of data collection, data typically collects more
information on any type of like thing it determines is an outlier or like extra. So
a queer black person is definitely going to be hypervisible. | am rather highly
visible to a surveillance system. | think that sucks a little bit. Like if | was a white
man | could be a little more...

Tamika: Fluid?

Niggie: Yeah. You know what I’'m saying?

Tamika: How has that impacted you?

Niggie: | mean | think it definitely helps aid in like who they choose to arrest.
I’'ve definitely been arrested. | think many times because of those identities.
And because of the visibility that those identities bring.

| was refused to vote. | couldn’t vote because my gender on my ID didn’t
match. — Freida (Detroit)

The sentiment that racial difference marks people in different ways with different consequences

plays out in unmistakable ways during conversation about data collection and data-driven
systems.

Like I said, as being identified through a number, so that number tells them who
| am. | dated a white woman, and she was Italian. | ain’t never had a school loan.
| always paid off my houses and my cars. | never went into default. She went
into default. She had a school loan that went into default, but her credit always
stayed better than mine. | was always wondering, “How does your shit stay
better than mine? | paying my bills. You ain’t paying your bills. — Sean Michaels
(Detroit)
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| think this type of systems in place is very detrimental to human needs because
of what color your skin is that bases it on the type of services and the way
you're going to be treated by the public systems such as mental health, health
services, dental services, housing, services... Like me, even though | am a
Latino, but I'm more of a English-Latino. And you wouldn’t think that because
my name is Amy Black. You might even think | was a black girl, right? But I'm
not. When see the name Amy black on the paper they’re going to think what?
That I'm a black person, but when they see me they’re going to say, “The name
don’t fit the person.” Our interviewees connect these disparities to a longer
history of mistreatment. — Amy Black (Los Angeles)

Take for instance, | served in the same war as my white counterpart, but it's
much easier for them to get benefits. We don't have to go through as much—I
mean, we have to go through more than they have to go through to get
benefits. It's almost like we have to—sometimes it has to be an act of Congress
to get the benefits that were due to us. It's always been that way, even before
World War Il. — Hatman (Los Angeles)

Our strategies for self-defense and survival keep us connected and feeling whole.

Despite feeling stressed, sad, and overwhelmed by digital scrutiny, dehumanized by data
profiling and surveillance, and diverted from accessing their basic human needs, our
interviewees still work to change their lives and share their stories. Scholars and policy-makers
write that people feel a sense of resignation in the face of ubiquitous data collection. We found
that this was often true. Many of our interviewees described feeling that new data-based
systems are inevitable, and that their communities will most likely bear a disproportionate share
of their negative consequences.

But people aren’t ready to acquiesce or give up their power.

| don‘t think I’'ve surrendered to the fact that they’re just going to do what
they’re going to do. — Sam (Detroit)

It is important sometimes for us to also take stock and to recognize that even if
we are the poorest and the least protected, even if we have made the worst
mistakes, we have the right, the opportunity to love ourselves. Because we also
have to. We have to keep our spirits up. — Marco (Los Angeles)

I'm going to say that's why this is important, this work is important. That's why
it's important we talk about it, important that | do something about it, so that
we can bring exposure to the wrongs. — Kristie (Charlotte)

In each of the three cities, our interviewees confront and challenge predatory data-driven
systems or invasive data collection to feel whole again and to experience safety and belonging
with others. On balance, these strategies include obscuring data trails about themselves,
keeping track of how they're tracked, and setting the record straight. Here, the record refers to
things like credit scores, arrests versus convictions, outdated files with Child Protective
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Services, and property classifications. These strategies also involve reestablishing bonds with

others and with the land, such as through eating local, healthy food, sharing food with others,

or being “off the grid.”

Our policies, priorities, and visions for the future focus on just models of governance,

economics, and criminal justice, and on guarantees for our human rights.

People that we spoke with want to see communities governed, including in ways that are

inclusive to all.

| would educate the younger folks so that it would be a means on how to not
fall into some of the other traps the older folks have fallen into by just being out
here and not really paying attention to policies. Because policies are in place,
but do you understand the policies? — Sunflower (Detroit)

Get rid of emergency management and the march toward austerity, the march
towards small government, because the smaller our government gets, the
harder to access it gets. — Lilith (Detroit)

| think that the information that would be very important not to focus on how
the rich people live. It would be more important to focus on how the minority
lives. To include them in each of the decisions that the government makes. —
Guadalupe (Los Angeles)

[T]hose people who are infringing on our rights, those people who are basically,
you know, holding us in slavery and bondage. ... | would just change the system
of white nationalism, and | would just get rid of that whole system. — Bonnie
(Charlotte)

At the same time, our research participants talk about creating a culture of sharing and
empathy.

| would establish the return of the commons. | mean, this is the stewardship of
the land, the water, the air. — Da Hive (Detroit)

Everybody would be happy. Everything would be green. Flowers. It would be so
beautiful. People would be like, “Oh yeah, come over and eat today.” ...People
wouldn’t suffer. — Rita (Los Angeles)

[1]f we killed capitalism and created something that was for all of us. We could
do that with the data and it would be a good thing. We would have to collect
data. But we would be collecting it and we wouldn’t be using it against each
other. — Jean (Detroit)

Our interviewees want changes in data systems that improve criminal justice systems and
transform the carceral state.

| think that there should be some transparency into data... Especially in North
Carolina with the inability for us to have our own discovery prior to applying for
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it or prior to our trials, | think that it really leaves us in this very ambiguous spot
where we don’t know what'’s being said about us. — Chloe (Charlotte)

A lot of these jobs require a clean driving record, and for the last eight, nine,
ten years I've been trying to get my driver's license back. | have to pay $500
reinstatement, then | have to do this $100 assessment just to get my license
back, never mind actually drive a car. ... Jobs should hire you so that way you
can clean up your record. That way you should drive instead of saying no, you
can't drive. Have some kind of work incentive to pay off your fine, pay off what
you owe the DMV instead of just having to pay them money. Have a swing-door
system. Come in, do X man-hours, and we'll give you back your license. —
Johnny D (Charlotte)

There should be agreements between employers and ex-offenders about
releasing information. With any reentry programs or any halfway houses, there
should be some kind of agreement about release of information. That allows
the community to remain safe but at the same time the person not to be
punished. — Jack (Charlotte)

From communication to privacy, from shelter and rest to food and water, and more, our
interviewees want to see their basic human rights respected.

Accessibility to the internet is just as important as other basic human rights,
because it's a way for people to provide means for their family or to find means
for their family. — Lola (Detroit)

You have the right to not give out your information if someone asks, even on a
form, you should have a “Not applicable” button... You do not have the right to
sell my information without my knowledge. Hell, if you sell my information, give
me a cut, bitch. Throw me some cash. We copyright books and media, why
can’t we copyright our own damn information? — Quincy (Charlotte )

Nobody’s water need get turned off. We got enough water for everybody. —
Maria (Detroit)

Either give motherfuckers a living wage, or create conditions where we don’t
need capital and capitalism. — Terrence (Detroit)

[W]e don’t ask for anything more than a place to keep on living and where we
can feel ok to have, say, a minimum wage, to help us buy clothes for our little
girl, or pay for school, so they can be better. — Angélica (Los Angeles)



Our Reflections and Future

Our next steps in this project include creating a final report that captures our findings in all
three cities and sharing them out to a broader audience. As always, we will lift the everyday
experiences of marginalized people in our communities. We also want to remain visionary, and
to contribute to a body of knowledge and practice that will help our communities be safe, just,
and abundant in the digital age. Systems can be created for good and can function as
communication that sustain human relationships and support our lives. As we move forward,
we will continue to highlight alternatives focused on sustaining healthy communities.

The ODB Project team believes that issues of data justice are urgent and crucial to our
movements. We do not underestimate the scope of the challenges before us. But three years
of working side-by-side with our communities, and hearing their stories, have also left us with a
profound sense of gratitude and hope. Our interviewees talked about self-defense and
community survival, not surrender. They shared visions for a future of abundance, justice, and
equity. They demand agency and self-determination in their own lives, and they believe that
change is possible.

We captured this dynamic in framework suggested by the Stop LAPD Spying Coalition, an
ODB research team partner: “Power, not Paranoia.” For us, “Power, not Paranoia” highlights
the resources and resilience of our host communities. It acknowledges that people closest to
problems have the best solutions for them. And it underscores our commitment to reporting
the reality of digital scrutiny on the ground while providing opportunities to build power,
nurture relationships, and create capacity for long-term visionary change.

We hope you will join with us in this vital work.

For updates and to find ways to connect, join us at https://www.odbproject.org/.
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